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AMX Software License and Warranty Agreement

LICENSE GRANT. AMX grants to Licensee the non-exclusive right to use the AMX Software in the manner described in this
License. The AMX Software is licensed, not sold. This license does not grant Licensee the right to create derivative works of the
AMX Software. The AMX Software consists of generally available programming and development software, product documenta-
tion, sample applications, tools and utilities, and miscellaneous technical information. Please refer to the README.TXT file on
the compact disc or download for further information regarding the components of the AMX Software. The AMX Software is sub-
ject to restrictions on distribution described in this License Agreement. AMX Dealer, Distributor, VIP or other AMX authorized
entity shall not, and shall not permit any other person to, disclose, display, loan, publish, transfer (whether by sale, assignment,
exchange, gift, operation of law or otherwise), license, sublicense, copy, or otherwise disseminate the AMX Software. Licensee
may not reverse engineer, decompile, or disassemble the AMX Software.

ACKNOWLEDGEMENT. You hereby acknowledge that you are an authorized AMX dealer, distributor, VIP or other AMX autho-
rized entity in good standing and have the right to enter into and be bound by the terms of this Agreement.

INTELLECTUAL PROPERTY. The AMX Software is owned by AMX and is protected by United States copyright laws, patent
laws, international treaty provisions, and/or state of Texas trade secret laws. Licensee may make copies of the AMX Software
solely for backup or archival purposes. Licensee may not copy the written materials accompanying the AMX Software.

TERMINATION. AMX RESERVES THE RIGHT, IN ITS SOLE DISCRETION, TO TERMINATE THIS LICENSE FOR ANY REA-
SON UPON WRITTEN NOTICE TO LICENSEE. In the event that AMX terminates this License, the Licensee shall return or
destroy all originals and copies of the AMX Software to AMX and certify in writing that all originals and copies have been
returned or destroyed.

PRE-RELEASE CODE. Portions of the AMX Software may, from time to time, as identified in the AMX Software, include PRE-
RELEASE CODE and such code may not be at the level of performance, compatibility and functionality of the GA code. The
PRE-RELEASE CODE may not operate correctly and may be substantially modified prior to final release or certain features may
not be generally released. AMX is not obligated to make or support any PRE-RELEASE CODE. ALL PRE-RELEASE CODE IS
PROVIDED "AS IS" WITH NO WARRANTIES.

LIMITED WARRANTY. AMX warrants that the AMX Software (other than pre-release code) will perform substantially in accor-
dance with the accompanying written materials for a period of ninety (90) days from the date of receipt. AMX DISCLAIMS ALL
OTHER WARRANTIES, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, WITH REGARD TO THE AMX SOFTWARE. THIS LIM-
ITED WARRANTY GIVES LICENSEE SPECIFIC LEGAL RIGHTS. Any supplements or updates to the AMX SOFTWARE,
including without limitation, any (if any) service packs or hot fixes provided to Licensee after the expiration of the ninety (90) day
Limited Warranty period are not covered by any warranty or condition, express, implied or statutory.

LICENSEE REMEDIES. AMX's entire liability and Licensee's exclusive remedy shall be repair or replacement of the AMX Soft-
ware that does not meet AMX's Limited Warranty and which is returned to AMX in accordance with AMX's current return policy.
This Limited Warranty is void if failure of the AMX Software has resulted from accident, abuse, or misapplication. Any replace-
ment AMX Software will be warranted for the remainder of the original warranty period or thirty (30) days, whichever is longer.
Outside the United States, these remedies may not available. NO LIABILITY FOR CONSEQUENTIAL DAMAGES. IN NO
EVENT SHALL AMX BE LIABLE FOR ANY DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, DAMAGES
FOR LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR ANY OTHER
PECUNIARY LOSS) ARISING OUT OF THE USE OF OR INABILITY TO USE THIS AMX SOFTWARE, EVEN IF AMX HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. BECAUSE SOME STATES/COUNTRIES DO NOT ALLOW
THE EXCLUSION OR LIMITATION OF LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES, THE ABOVE LIMITA-
TION MAY NOT APPLY TO LICENSEE.

U.S. GOVERNMENT RESTRICTED RIGHTS. The AMX Software is provided with RESTRICTED RIGHTS. Use, duplication, or
disclosure by the Government is subject to restrictions as set forth in subparagraph ©(1)(ii) of The Rights in Technical Data and
Computer Software clause at DFARS 252.227-7013 or subparagraphs ©(1) and (2) of the Commercial Computer Software
Restricted Rights at 48 CFR 52.227-19, as applicable.

SOFTWARE AND OTHER MATERIALS FROM AMX.COM MAY BE SUBJECT TO EXPORT CONTROL. The United States
Export Control laws prohibit the export of certain technical data and software to certain territories. No software from this Site may
be downloaded or exported (i) into (or to a national or resident of) Cuba, Iraq, Libya, North Korea, Iran, Syria, or any other coun-
try to which the United States has embargoed goods; or (ii) anyone on the United States Treasury Department's list of Specially
Designated Nationals or the U.S. Commerce Department's Table of Deny Orders. AMX does not authorize the downloading or
exporting of any software or technical data from this site to any jurisdiction prohibited by the United States Export Laws.

This Agreement replaces and supersedes all previous AMX Software License Agreements and is governed by the laws of
the State of Texas, and all disputes will be resolved in the courts in Collin County, Texas, USA. For any questions concern-
ing this Agreement, or to contact AMX for any reason, please write: AMX License and Warranty Department, 3000 Research
Drive, Richardson, TX 75082.
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RMS IT Administrator’'s Guide

NOTE

Overview

The RMS application is a client/server application where the NetLinx system acts as the client and the RMS
application server listens for connections from NetLinx systems. NetLinx and the RMS application server
communicate using TCP/IP sockets. In order to establish communication, each NetLinx system must be able
to resolve and connect to the RMS application server. This can be accomplished with a variety of Network
configurations including local area networks (LAN), wide area networks (WAN), and the Internet.

This document outlines the installation prerequisites, installation guidelines, server access permissions and
other important IT related information for the RMS application server installation.
1. RMS must be installed on a Microsoft Windows Server. The list below includes the supported versions of
Windows servers.
a. Microsoft Windows 2003 Server
b. Microsoft Windows 2008 Server (32-bit only)

Please consult the RMS Administrator’s Guide for a detailed listing of supported
platforms and hardware.

2. RMS must be installed on a system with the Microsoft NET 2.0 framework.

Microsoft Windows Server 2008 includes .NET 2.0 by default.

3. RMS must be installed on a Windows Internet Information Server (IIS).
The list below includes the supported versions of Windows IIS.

a. IIS 6.0 (Windows 2003 Server)
b. IIS 7.0 (Windows 2008 Server)

ASP.NET must be enabled on the IIS web server.

4. The RMS database must be installed on a Microsoft SQL server.
The list below includes the supported versions of SQL servers.
a. Microsoft SQL Server 2008
b. Microsoft SQL Server 2005

For more information on the RMS database requirements please see the RMS
Database Administrator’s Guide.

5. Installation of RMS requires an administrative account on the local RMS server and database
administrative access.
The RMS installation, RMS Configuration Wizard, and all other RMS maintenance tools must be run on
the RMS server while logged on with an administrative account.

If running RMS on a system with UAC enabled, such as Windows 2008 Server, each
RMS utility will require elevated administrative privileges to run properly.




Additional Documentation

Refer to the following supplemental RMS documents (available to view/download from www.amx.com):

® RMS Installation Checklist - The RMS Installation Checklist is provided to ensure all the
necessary prerequisites are met and all the necessary configuration option are identified prior to the
installation of the RMS server.

® RMS Database Administrators Guide - This document outlines the installation prerequisites,
installation guidelines, database access permissions and other important database related
information for the RMS database installation.RMS Administrators Guide - This document
provides information and instructions for the RMS System Administrator.

® RMS NetLinx Programmers Guide - This document provides detailed NetLinx programming
information for RMS systems.

® RMS Plug In Installation Guides - A separate installation guide is provided to describe installing
each of the RMS plug-ins (i.e. EMS Scheduling Plug-in, Exchange Mailbox Plug-in, Groupwise
Mailbox Plug-in, Lotus Notes Appointment Interface Plug-in, Outlook Scheduling Plug-in,
PeopleCube Scheduling Plug-in, Planon Scheduling Plug-in, R25 Scheduling Plug-in, etc.)

® RMS Quick Start Guide - This document provides basic instructions for getting started with
RMS.

® RMS User Manual - This document describes various end-user functions of RMS.

System Requirements
Minimum Hardware Requirements

Processor: Intel Pentium IV 3 GHz (x86) or Intel Pentium Dual/Quad Core 2.0 GHz
Memory: 2 GB

Display: 1280x1024 resolution

Hard Disk: 500 MB available space

RMS must be installed on a dedicated server class machine.

Supported Platforms

Windows Server 2003 Standard (SP2; 32-bit only)
Windows Server 2003 Enterprise (SP2; 32-bit only)
Windows Server 2008 Standard (32-bit only)
Windows Server 2008 Enterprise (32-bit only)

RMS Supported Databases
® Microsoft SQL Server 2008 Express Edition (for systems with less than 300 rooms only; download
available free from Microsoft)
Microsoft SQL Server 2008 Standard Edition
Microsoft SQL Server 2008 Enterprise Edition

Microsoft SQL Server 2005 Express Edition (for systems with less than 300 rooms only; download
available free from Microsoft)

Microsoft SQL Server 2005 Standard Edition
Microsoft SQL Server 2005 Enterprise Edition

For RMS systems with more than 300 rooms, the database must be installed on an
external database server and not installed on the same server machine as the RMS
software.




NOTE

RMS Supported Scheduling and Mailbox Interfaces

Scheduling Interfaces have been removed from the standard RMS installation.

Please visit www.amx.com for specifications and ordering information.

Supported Scheduling Systems

» Microsoft Exchange

» Microsoft Outlook

 Lotus Notes

» Groupwise
* EMS
* R25

» Peoplecube

* Planon

RMS is capable of supporting multiple (up to 12) instances of Scheduling on a single
NetLinx Master. If you intend to run multiple instances of Scheduling on a Master,
then that Master should be dedicated solely to RMS Scheduling.

For instructions on installing and configuring the various scheduling plug-ins available for RMS, refer to the
Installation Guide provided with your particular Plugin. RMS Scheduling Plugin documentation is also
available to view/download from www.amx.com.

RMS Supported Web Browsers

Windows Platform
® Microsoft Internet Explorer 6
® Microsoft Internet Explorer 7
® Mozilla FireFox 2.0
Macintosh Platform
® Mozilla FireFox 2.0

RMS SDK Support

® All NetLinx hardware platforms
® Touch panel files for G4
® NetLinx modules (RFID supported only on Duet-enabled NetLinx hardware)

Additional System Requirements

Microsoft .NET Framework 2.0

Internet Information Services (IIS) 6.0 (for Windows 2003 servers)
Internet Information Services (IIS) 7.0 (for Windows 2008 servers)
Adobe Acrobat Reader 7.0.5 or later







Network Deployment

Overview

The RMS system is a traditional client-server application where the AMX NetLinx masters are distributed
clients that each accesses the central RMS server.

Network Infrastructure

The RMS system communicates over TCP/IP on an Ethernet network.
® The RMS server hosts a listener socket on IANA registered port 3839 for all RMS client

communication.
® The RMS server hosts an ASP.NET web-based user interface accessible via HTTP or HTTPS
(FIG. 1).
Web User NetLinx Master
' (clients)
LAN / WAN
Ethernet (TCP/IP)

RMS Server
FIG. 1 Network Infrastructure (TCP/IP)

Optionally, the RMS server may be multi-homed allowing user web access on a public network interface and
restricting controls system communication to a private network interface (FIG. 2).

RMS Server

HTTP/HTTPS TCP/IP Port 3839

NetLinx Master
(clients)

Web User

Private (Isolated)
Control System
Network

LAN / WAN

FIG. 2 Network Infrastructure (Multi-Homed)




Firewall Considerations

If a firewall exists between the RMS server and the RMS clients (NetLinx Masters), then an Exception
(Pinhole) must be created to allow the RMS clients to communicate on Port 3839 to the RMS server.

The RMS clients will establish a connection to the RMS server (FIG. 3).

Firewall exception for Port 3839 is
required for NetLinx master to
connect to the RMS server.

LAN/WAN  —

1

RMS Server ;
Firewall NetLinx Master

(clients)
FIG. 3 Firewall Considerations

The RMS default port can be changed from port 3839 to a custom user defined IP
port in the RMS Configuration Wizard.

However, if this port is changed, each NetLinx master will need to be re-configured to
communicate on the new custom IP port.

If Windows Firewall is install and enabled on the RMS server, instructions to add the necessary port exception
are provided in Appendix C - Windows Firewall Exception on page 59.

Connection Orientation

The connection orientation of RMS is that of a client-to-server orientation where the RMS client endpoint is
responsible for establishing and maintaining a connection to the centralized RMS server. This connection
orientation simplifies network configuration for RMS application communication across network routers,
firewalls, and NAT devices. The RMS server never attempts to connect to a client endpoint thus the RMS client
system does not publish a service interface or host any server listener sockets (FIG. 4).

~CONTROL SYSTEM— RMS SERVER—\

A connection can only be established from the RMS client endpoint.
The server never attempts to establish a connection to the client.

FIG. 4 Connection Orientation

There is one exception to this connection orientation rule. In the RMS web user
interface a few URL links are provided to initiate manual connections back to the
NetLinx master to access the TELNET console and the master's web user interface.
This is a user initiated action and the connection is established between the user's
computer and the NetLinx master, not between the RMS server and the masters.




IP Addressing / DNS

The RMS server acts as a listener for incoming connection from RMS clients (NetLinx Masters), thus each
RMS client must be configured with a resolvable address to reach the RMS server.

The preferred server host addressing scheme is to use a fully qualified domain name to reach the RMS server.
This implementation requires that a DNS server exists on the network and that each NetLinx master is
configured with the DNS server address.

If a DNS server is available on the network and each NetLinx master is configured to use the DNS server then
a fully qualified domain name may be configured on each NetLinx master to access the RMS server (FIG. 5).

DNS Server

Resoclve rms.company.com
server hostname from DNS

server

= &
LAN / WAN —_.
—

NetLinx Master
(clients)

(Al

RMS Server <

After resolving the RMS server hostname
to an physical IP address, establish a
connection to the RMS server

FIG.5 DNS

An alternate method for RMS server host addressing is to configure a static IP address on the RMS server.
Each RMS client (NetLinx master) would need to be configured with the static IP address of the RMS server.
This method may be required if a DNS server is not available on the network (FIG. 6).

LAN / WAN -

1

RMS Server <}
NetLinx Master

(clients)

Establish a connection to the RMS server
using the static IP Address of the RMS
server.

FIG. 6 IP Addressing




DHCP

DHCP servers are commonly used to simplify IP addressing across networked devices. NetLinx masters
support DCHP and can be configured to automatically obtain their IP address, subnet mask, gateway address,
and DNS server addresses.

If a DNS resolvable hostname is used on the RMS server allowing the RMS clients (NetLinx masters) to
establish a connection to the RMS server without manually configuring a static IP address, then the RMS
server may also be configured to use DHCP to obtain its IP address and additional network configuration
information.

Hosting RMS Web Pages Using a Fully Qualified Hostname

RMS generates URL links embedded in notification emails to provide convenience links to quick access
specific content of interest in the RMS web pages. By default, RMS determines the server hostname using the
computer name assigned to the server.

However, in certain cases you may want to expose the RMS server using a public fully qualified domain name
or in cases where the computer hostname my not be resolvable by all network workstations. This default
behavior can be bypasses allowing you to provide a static fully qualified hostname for the RMS configuration.

The instructions below will configure your RMS server to use a custom/static fully qualified hostname and
URL:

1. Open the following folder on your RMS server:
C:\Program Files\AMX Resource Management Suite\Scripts
2. Locate the "RMS Hostname.vbs" script file and double-click it to launch it.

3. You will be prompted with the option to reconfigure the RMS hostname. Select Yes to continue and
override the default detected setting (FIG. 7).

AMX Resource Management Suite

2 The RMS Server is currently configured to use the default system’s computer name as the connection hostname,
\‘/ wWould you like the change the hostname configuration?

&

FIG. 7 Reconfigure the RMS Hostname

4. Type in the new fully qualified computer hostname then select OK to save the custom setting (FIG. 8).

Bl AMX Resource Management Suite @@
Please enter the desired AMS connection K
hostname:

[Le. ms.mydomain.com ) o] [

Type ‘auto’ to configure RMS to automatically use
the computer name

Irms.compary.cun

FIG. 8 Type the New Fully Qualified Computer Hostname

To return the RMS server to the default behavior where the RMS server auto detects
the server hostname, simply type ‘auto’ in the text prompt and press OK.




5. After completing the hostname change, you will need to restart the RMS services to fully propagate the
updated setting (FIG. 9).

AMX Resource Management Suite

FIG. 9 Restart the RMS Services

You can use the Restart Services option in the RMS Service Manager utility to restart all the RMS
services (FIG. 10).

(=) AMX Resource Management Suite Service Manager
Al [ 7o N

AMX Resource Management Suite Service Manager

start

AMX RMS Server

§ AMX RMS Communications Manage! Running Stop
T AMXAMS NetLink Connection Manager Running Pause
; AMX RMS Scheduling Manager Running S,

| Start Services I Stop Sbﬂl‘@( Restart Services i >

AMX® -
v Always Show in System Tray Ext I

FIG. 10 Restart Services Option In the RMS Service Manager

Once the services have restarted, RMS will now use the override hostname setting for all links and URLSs.

To override the entire RMS web application URL, see the instructions in
Appendix E - Override the RMS FQDN & Web URL Path on page 71.







Server Components

Overview
The RMS system consists of the following server components that work cooperatively to provide the RMS
solution.

® RMS NT Services

® RMS ASP.NET Web User Interface

® RMS Utility/Management Programs

RMS NT Services

The RMS server implements 4 NT services that each provide distinct features and capabilities to the RMS
solution (FIG. 11).

*% Services

File Action View Help
- @ EFRR 2@ > u I »

&y Services (Local) || nName Description
% .NET Runtime Optimization Service ¥2.0.507... Microsoft .NET Framework NGEN

Service

%AMX RMS Communications Manager AMX Resource Management Suite Communications Manager
%AMX RMS NetLinx Connection Manager AMX Resource Management Suite NetLinx Connection Manager
%AMX RMS Scheduling Manager AMX MeetingManager Appointment Trolling Service

%AMX RMS Server AMX Resource Management Suite Server

Application Layer Gateway Service Provides support For 3rd party protocol plug-ins for Internet Connection Sha

FIG. 11 RMS NT Services

The table below identifies each RMS NT service and provides a description on the function it performs in the

RMS system.
RMS NT Services
Service Description
* AMX RMS Service This service is the central coordination service that manages system
configuration, time synchronization, database connection management, and
database maintenance.
* AMX RMS This service hosts the TCP/IP server providing connectivity and
NetLinx Connection Manager | communication for RMS clients (NetLinx masters).
* AMX RMS This service manages system outbound communication and message
Communications Manager delivery to SMTP, SNPP, SYSLOG, and SNMP.
* AMX RMS This service manages scheduling synchronization between external
Scheduling Manager scheduling systems and the RMS system.

If the scheduling feature set is not in use, this service must be enabled and
running; however, it will remain mostly idle.

For NT service configuration and permissions, see the Installation section on page 17
and the Permissions section on page 19.




RMS ASP.NET Web Application

The RMS system provides an ASP.NET web based user interface hosted by IIS on the RMS server. The web
pages and ASP.NET web application must be installed and hosted on the same server as the RMS NT services.
The RMS web user interface must be able to directly communicate with the RMS NT services using DCOM.
The RMS ASP.NET web application must also be able to access the RMS database.

If you plan to use Windows Authentication for RMS system database access, please
see the RMS Database Administrator's Guide for more information on how to
properly setup the RMS ASP.NET web application for database access.

Prior to installing RMS, please ensure that 1S and the Microsoft .NET 2.0 Framework are installed on your
Windows server.

For instructions on how to install IIS and configure IIS for ASP.NET, see:

® Windows 2003 Server - Appendix A - Install 11S and Configure ASP.NET for Windows 2003
Server section on page 47

® Windows 2008 Server - Appendix B - Install 11S and Configure ASP.NET for Windows 2008
Server section on page 49

For IIS and ASP.NET configuration and permissions, see the Installation section on
page 17 and the Permissions section on page 19.

RMS Utility / Management Programs

To aid in the setup and management of the RMS system, several utility programs are provided. These utilities
provide system level function to simplify the user configuration and require that the logged on user with
Administrator privileges of the RMS server machine.

The table below identifies each utility included in the RMS installation.

RMS Utility / Management Programs

Service Description

* RMS Configuration | This utility program is run immediately after the installer finishes deploying all the files
Wizard to the RMS server.

This utility guides the user through all the necessary steps to setup the RMS database
connection, RMS NT services, RMS ASP.NET web application, permissions, and all
RMS configuration option.

This utility can be run at anytime to reconfigure the RMS system.

* RMS Database This utility is provided to automate the installation of the RMS database.
Wizard This utility is also used to apply database update scripts for system upgrades.

* RMS Service This utility is provided as a convenience tool to manage the starting and stopping of
Manager RMS NT services. This utility can be configured to run in the Windows System Tray

and display the current status of the RMS NT services.

* RMS Service This utility is provided to manually register and un-register the RMS NT services.

Registration Typically the service registration is automated during the RMS Configuration Wizard

initial setup and thus you may never need to use this tool.

* RMS DCOM This utility is provided to manually setup DCOM permissions for the RMS NT services.
Configuration DCOM permissions are typically automatically assigned during the RMS Configuration

Wizard initial setup and thus you may never need to use this tool.

There are certain circumstances such as configuration of Windows Authentication

where this tool may be used to verify the correct DCOM permissions have been
applied.




RMS Utility / Management Programs (Cont.)

Service Description

* RMS Menu This utility is provided to serve as a launching menu for the RMS Start Menu shortcuts.
This utility is not typically accessed by the user directly.

* Scripts RMS also includes a number of script files in the SCRIPTS folder under the application
installation directory.

* These scripts may be used by AMX Technical Support to assist in diagnosing issues
in the RMS system.

« These scripts are not typically accessed by the user without Technical Support.

Under Windows 2008 server or other operating system supporting UAC, if UAC is
enabled, then each RMS Utility program accessed must be run with administrative
privileges.

You may be prompted for elevated privileges if not running as the system
administrator account.







Database

Overview

The RMS system requires a database to warehouse all system information and historical data.

RMS provides automated tools to deploy the RMS database to your database server and to configure the RMS
server database connection.

® For a listing of supported database platforms, review the RMS Supported Databases section under
the System Requirements topic in the RMS Administrator's Guide.

® For more detailed information on database installation, database permissions, and database
configuration, see the RMS Database Administrator's Guide.

To create and configure the initial RMS database catalog, database administrator
privileges are required.

If you do not have administrative access to the database server where the RMS will
be installed, please consult your IT administrator or DBA.







Installation

Overview

The RMS installation package provides an automated setup and deployment of RMS system components,
RMS database, and RMS system configuration.

After the installation of the RMS files has completed, the RMS installation will automatically launch the RMS
Configuration Wizard (this may happen after a reboot, if a reboot is required).

The RMS Configuration Wizard will guide you through the necessary steps to complete the setup and select
the specific environmental and personal preferences for the RMS system to operate with.

To be prepared for the RMS installation and configuring the RMS system using the RMS Configuration
Wizard it is important to first review the following section in the RMS Administrator's Guide:

® System Requirements - Please review the system requirements to ensure the target hardware and
platform meet the minimum hardware requirements and supported operating system platforms.
This section will also identify the supported database platforms, external scheduling systems, and
web browsers supported.

® Installation / Installation Checklist - The installation checklist will help identify all the necessary
configuration information that will be necessary during the initial RMS Configuration Wizard setup
process.

For a step-by-step walk through of the RMS Configuration Wizard, review the Configuration Wizard section
in the RMS Administrator's Guide.







Permissions

Overview

The RMS application requires adequate system permissions in order for all of the components to function
properly and work together.

Installation of RMS requires an administrative account on the local RMS server and database administrative
access. The RMS installation, RMS Configuration Wizard, and all other RMS maintenance tools must be run
on the RMS server while logged on with an administrative account.

If running RMS on a system with UAC enabled, such as Windows 2008 Server, each
RMS utility will require elevated administrative privileges to run properly.

Database Permissions

The RMS database is the central storage mechanism for all RMS system activity, data persistence and
historical data archival. All component of the RMS system must have adequate database permissions. This
includes the RMS NT services, the ASP.NET web application, and the RMS Utilities.

For more detailed information and configuration instructions for RMS database permissions, see the RMS
Database Administrator's Guide.

NT Services

The RMS NT services must be configured to run using an unattended login account. By default, the Local
System account is automatically configured for use by the RMS Configuration Wizard. This built-in system
account contains the necessary system access permissions required for the RMS NT services (FIG. 12).

AMX RMS Server Properties (Local Computer) @@
_ Gens:alluLﬂ'g On | Recovery | Dependencies|

Log on as:

®Lo

[[] Allow service to interact with desktop

() This account:

‘You can enable or disable this service for the hardware profiles listed below:

Hardware Profile Service
Profile 1 Enabled

[ oK ][ Cancel I

FIG. 12 AMX RMS Server Properties (Local Computer)




NOTE

If attempting to configure the RMS system to use Windows Authentication for RMS database access, then the
RMS NT services will need to be configured to use a domain account that has the necessary database
permissions and must be assigned to the Administrator's group on the local RMS server (FIG. 13).

AMX RMS Server Properties (Local Computer) E‘@

| General | LogOn | Recovery | Dependencies

Log on as:

O Local System account

(®) Ihis account: domain/rms

Ea&sm[d: LA L L Ll Ll Ll Ll L]l
Qonﬁrm password: ...Il.'ll.ﬂll.il
You can enable or disable this service for the hardware profiles listed below:

Hardware Profile Service
Profile 1 Enabled

[ ok || concel |[ appy |

FIG. 13 AMX RMS Server Properties (Local Computer) - Domain Account

This will ensure the domain user account used by the RMS services has adequate permissions to the local
RMS server's resources as well as the RMS database.

For more detailed information and configuration instructions for RMS windows
authenticated database permissions, see the RMS Database Administrator's Guide.

The AMX RMS Scheduling Manager NT service may require a unique user account if integrating the RMS
system with an Exchange server.

In order to successfully communicate with the Exchange resource mailboxes, the AMX RMS Scheduling
Manager NT service must be configured to Log On As a domain account, with read and write permissions to
each Exchange resource mailbox displayed in the RMS system.

This domain account must also be assigned permissions to the RMS database.

For more information on configuring RMS with Exchange, see the RMS Exchange
Plug-in Guide.




® Ideally if using both Windows Authentication for database access and integrating RMS with
Exchange, you should try to use the same domain user account for both purposes rather than
creating two separate domain user accounts (FIG. 14).

AMX RMS Scheduling Manager Properties (Local Comp... [:@

| Generai_j. Log On .!LFlecovew_ Dependencies |
Logon as:

() Local System account

(®) This account: [domanfrrrxs 1 Browse...
Password: i!!..'!.un...n.. l
Confirm password: [---------.--... |

You can enable or disable this service for the hardware profiles listed below:

Hardware Profile Service
Profile 1 Enabled

[ ok J[ concel |[ ooy |

FIG. 14 AMX RMS Scheduling Manager Properties (Local Computer)

® If configuring the RMS NT service Log On As user accounts in the RMS Configuration Wizard,
note that the drop down listing does not include domain accounts.

However, you can manually type the account in and RMS will accept it as long as the password
credentials can be verified (FIG. 15).

RMS Server Service

If using Windows Authentication to connect to the RMS Database, then you
must configure a “Log On As™ user account below with a user account that
has NT domain / Active Directory permissions to the RMS database. |f you
are using a SOL Express database server installed locally on the same server
as the AMS application, then the "Local System” account should work
without requiring a custom user account.

Log on as:
" Local System account
& This account: |dornainfrms LI

Password: |
Confirm Password: |

| Register Service | Cancel

FIG. 15 Register Service




I1IS / ASP.NET Permissions

The RMS IIS Virtual directory/application requires Read and Execute (Scripts) Permissions (FIG. 16).

RMS Properties _[g]

HTTP Headers Custom Errors ASP.NET
Vel Dieclory | Documents | Directol Secuily

When connecting to this resource, the content should come from:

(24 directory located on this computer

O A shate located on anather computer

O A redirection to a URL
LocalPal  [C\Progam Fles\AHi Resoutos Manog |
[[] Script source access Log yisits
Read Index this resource
[ wiite
[ Directory browsing
Application Settings
Application name: 'RMS
Stanling point: <Default Web 5.. \RMS

: :
Execute Permissions: | Scripts only v
Appiication Protectior: | Medium (Pooled) v/
Lok J[ concet | con

FIG. 16 RMS Properties - Virtual Directory

ASP.NET 2.0 must be installed and enabled as a Web Service Extension (FIG. 17).

E Computer Management M[=]E3 I

=) Fle Action View Window Help | =181
¢» AEEFRR (@@ L[ =
(=) Computer Management (Local) 4] | / | Web Service Extension [status |
=il System Tools “F Al Unknown CGI Extensions Prohibited
[+ Storage et ronie “F Al Unknown ISAPI Extensions Prohibited
= Services and Applications & Active Server Pages Allowed
8 Telephony |98 APy ?

F-E

Microsoft SQL Servers T ASP.NET v2.0,50727 Alowed
m‘:::e;md % FrontPage Server Extensions 2002
| F
® L'i sLs Configuration Man :;] L:zernzfttD:tahCom;aor Z:ohbsted
(g St Server Confguration an || 38 Merosot Exchane Server e
# BB Indexing Service }ﬂ bl xkension Md. :
=€) Internet Information Services — | ] Server Side Includes Prohibited
#_J Application Pools 3 webDAY Allowed
& | Web Sites 1% Windows SharePoint Services Allowed
(= _J web Service Extensions ] +
«| | >|

X Extended ), Standard /
|

FIG. 17 Computer Management - ASP.NET 2.0 Web Service Extension




The setup procedure for this differs between IIS 6 (Windows 2003 server) and IIS 7 (Windows 2008 server).
Please see the appropriate section below based on your server operating system:
® Windows 2003 Server - Appendix A - Install 11S and Configure ASP.NET for Windows 2003
Server on page 47

® Windows 2008 Server - Appendix B - Install 11S and Configure ASP.NET for Windows 2008
Server on page 49

NTFS Permissions

RMS requires the appropriate NT File System (NTFS) permissions for the RMS components to access files on
the RMS server. By default the RMS Configuration Wizard sets all the necessary file permissions
automatically. However this section will identify all the minimum required NTFS permissions on the RMS
server.

NTFS Permissions

Path: C:\Program Files\AMX Resource Management Suite
(including all files & subfolders)
Minimum Permissions: | FULL CONTROL

Users: e SYSTEM
* ADMINISTRATORS

Path: C:\Program Files\AMX Resource Management Suite
(including all subfolders)

Minimum Permissions: |« READ & EXECUTE

* LIST FOLDER CONTENTS

* READ
Users: USERS (Any domain user accounts created for use with RMS)
Path: C:\Program Files\AMX Resource Management Suite\Config

Minimum Permissions: |« MODIFY
« READ & EXECUTE
¢ LIST FOLDER CONTENTS

* READ
* WRITE
Users: Any domain user accounts created for use with RMS.
Path: C:\Program Files\AMX Resource Management Suite\Web

(including all subfolders)
Minimum Permissions: |+ READ & EXECUTE

* LIST FOLDER CONTENTS
* READ

Users: » NETWORK SERVICE (if account exists)
* ASPNET (if account exists)
* Any domain user accounts created for use with RMS.

Path: C:\Program Files\AMX Resource Management Suite\Web\dynamicResources
(including all subfolders)

Minimum Permissions: |« MODIFY

« READ & EXECUTE

e LIST FOLDER CONTENTS
* READ

« WRITE

Users: * NETWORK SERVICE (if account exists)
* ASPNET (if account exists)
» Any domain user accounts created for use with RMS.




DCOM Permissions

RMS requires appropriate DCOM permissions for inter-process communications between the RMS NT
services, the RMS ASP.NET web application and the RMS Utilities.

RMS DCOM Permissions Configuration Utility
By default the RMS Configuration Wizard sets all the necessary DCOM permissions automatically. However, a
utility tool is provided to verify and set additional DCOM permissions.
1. In the main program directory:
C:\Program Files\AMX Resource Management Suite

Find the RMSDCOMConfig utility program, and double click the EXE file to start the utility.
The utility will list all the known accounts that RMS needs to have DCOM permissions set for (FIG. 18).

B AMX Resource Management Suite Service Registration E]
A- L

AMX Resource Management Suite DCOM Permissions Configuration Uility

This utility program will automatically configure the proper DCOM
permissions configuration settings neccessary for the RMS application.

v IUSR_<MACHINE_NAME> Add |
v ASPNET

v SYSTEM
v NETWORK SERVICE
v Administrators

(4l INTERACTIVE

Remove

View Permissions Grant Permissions | Remove Permissions |

AMX®

ok |

FIG. 18 AMX Resource Management Suite Service Registration

® If you need to add an additional user account, use the Add button and enter the account username.

® If configuring any domain accounts for use with the RMS NT services such as the case with
Windows authenticated database connections, please add the domain user account to the listing.




2. Select View Permissions to view the current assigned DCOM permissions for each RMS NT service
(FIG. 19).

B AMX Resource Management Suite Service Registration @@
Al' [ 7.
AMX Resource Management Suite DCOM Permissions Configuration Utility
~
Getting DCONM permissions for user: SYSTEHM
RNSServer H [Permission Set]
RINSNetLinx H [Permission Set]
RMSTroller H [Permission Set]
RMSComm H [Permission Set]
Getting DCOM permissions for user: NETWORK SERVICE
RNSServer H [Permission Set]
RMSNetLinx H [Permission Set]
RNSTroller : [Permission Set]
RNSCorun H [Permission Set]
Getting DCOM permissions for user: Administrators
RNSServer H [Permission Set]
RNSNetLinx : [Permission Set]
RNSTroller : [Permission Set]
RNMSComn : [Permission Set]
Getting DCOM permissions for user: INTERACTIVE
RNSServer : [Permission Set]
RIMSNetLinx H [Permission Set]
RNMSTroller H [Permission Set]
RMSCorun H [Permission Set] =
v
AMX®
Back

FIG. 19 AMX Resource Management Suite Service Registration - View Permissions

3. Click Back to return to the main menu.

4. 1If any permissions are missing and need to be assigned, select Grant Permissions to assign the necessary
DCOM permissions to each user account for each RMS NT service (FIG. 20).




B AMX Resource Management Suite Service Registration @

A‘l LN
AMX Resource Management Suite DCOM Permissions Configuration Utility
________________________ ~
Setting DCOM permissions for user: SYSTEN 1
RMSServer 5 [Granted]
RMSNetLinx H [Granted]
RM3Troller 5 [Granted]
RMSCora H [Granted]
Setting DCOM permissions for user: NETWORK SERVICE
RMSServer 5 [Granted]
RMSNetLinx H [Granted]
RM3Troller 5 [Granted]
RMSCora H [Granted]
Setting DCOM permissions for user: Administrators
RMSServer H [Granted]
RMSNetLinx H [Granted]
RM3Troller H [Granted]
RMSCoraa H [Granted]
Setting DCOM permissions for user: INTERACTIVE
RMSServer H [Granted]
RMSNetLinx H [Granted]
RM3Troller H [Granted]
RMSCoraa H [Granted]
v
AMX® -
Back E it

FIG. 20 AMX Resource Management Suite Service Registration - Grant Permissions
5. Once all the DCOM permissions are assigned, click Exit to exit the RMS DCOM configuration utility.
DCOMCNFG.EXE Windows Utility

If you prefer to view or manage the DCOM permissions directly without using the RMS DCOM Configuration
utility, you can launch the "dcomcnfg.exe" Windows utility from the Start > Run command tool (FIG. 21).

X

Run

Internet resource, and Windows will open it for vou.

:E Type the name of a program, folder, document, or
Open

i dcomenfg v |

[ ok ][ cancel ][ erowse.. |

FIG. 21 Run dcomenfg

1. In the Component Services tool, navigate to:
My Computer > DCOM Config > RMSServer
2. Right-click and select Properties (FIG. 22).




+. Component Services E|@| E]@|EI

@ File Action View Window Help =181x]
e = A@E @D @B 0 [RrEHMES
(2 Console Root PN Component Services 1 object(s) I
=] Component Services —
= [_] Computers . f :
= B my Computer ]
& (] Com+ Applications Computers
= [_] bCOM Config
5 &
R JRMSServer
® & rmsserver  View L
® &% Rose.Subsy  New Window from Here
# &P Rose.SubSy pr——
@ rvbdialogs.t
& rvsiMurvsin Help
® & rvsProgressurmoT
& & Defrag NTFS eng v
< >

FIG. 22 Component Services - RMS Server - Properties

3. Select the Security tab and select the Edit button under the Launch and Activation Permissions section
(FIG. 23).

RMSServer Properties @E{
| General | Location | Secutty | Endpoints | Identiy|
Launch and Activation Permissions
" Use Default

@ Customi

i Access Permissions
@ Use Default

" Customize

 Conficuation Patiiss
" Use Default

(* Customize Edit.. |

[ ok |[ cance | o

FIG. 23 RMS Server Properties - Security

4. Select each desired user account and set the Allow attribute for each permissions (FIG. 24).




Launch Permission

Security l
Group or user names:
€7 Administrators o
€ ASP.NET Machine Account (RSAVAGES224\SPNET)
€7 INTERACTIVE
[ <4 NETWORK SERVICE
A e ALAA e ¥ !
< >
Add... | Remove |
Permissions for NETWORK
SERVICE Deny
Local Launch O
Remote Launch O
Local Activation O
Remote Activation O
| 0K I Cancel

FIG. 24 |aunch Permissions - Allow

You can apply the DCOM permissions in this manner for each of the RMS NT services.




HTTPS / SSL

Overview
RMS supports hosting the RMS web application under HTTPS using a secure SSL certificate:

Install a SSL Certificate

1. Inthe RMS IIS Virtual Directory Properties dialog (Directory Security tab), select the Server Certificate
button to install a SSL certificate for this web application (FIG. 25).

Default Web Site Properties

~ HTTPHeadets | CustomEmors | ASPNET | Server Extensions |
Web Site | ISAPIFikers | Home Ditectory | Documents | Directory Secuily

Anonymous access and authentication control
Enable anonymous access and edit the

authentication methods for this resource.

IP addiess and domain name restrictions

@

Secure communications

Require secure communications and =
enable client certificates when this Server Certificate...

resource is accessed. —
Wiew Certificate...

ok J [cowst J[_eom

FIG. 25 Default Web Site Properties

2. To restrict all access to the RMS web pages to only allow HTTPS secure communication, then also select
the Edit button and place a check in the Require secure channel (SSL) checkbox (FIG. 26).




Secure Communications E‘
[¥] Requrre secure channel (SSL]
Require 128-bit encryption

Chent cetificates
(®) Igngre client certificates

O Accept client cerificates
(O Require client certificates

["]Enable client certificate mapping
Client certificates can be mapped to Windows user

accounts. This allows access control to resources using
client certificates.

[ ok | | cancel | [ Hep |

FIG. 26 Secure Communications

3. Press OK to apply the setting.

Modify the Web URL Setting

Next, for RMS to correctly render URLs with the HTTPS protocol prefix in notification messages, the web
URL setting in the RMS configuration need to be modified:

1. TFollow the instructions in Appendix E - Override the RMS FQDN & Web URL Path on page 71.

2. However, when prompted for the new fully qualified URL path, make sure to change the URL string from
"http://" to "https://" (FIG. 27).

Bl AMX Resource Management Suite
Please enter the desired fully qualified RMS web
URL:

(ie. http://ims.company.com/apps/amx/RMS ) Cancel |

[Please Note: thiz path should include the 'http: /"
or ‘hittps://* header and fully qualified server
hostname)

Type "auto’ to configure AMS to use the auto
detected web URL

Ii/aewer}rms

FIG. 27 Enter Fully Qualified RMS Web URL Path




IS Windows Authentication

Overview

RMS supports Integrated Windows Authentication for the ASP.NET web application. The RMS services will
automatically detect if the RMS web application virtual directory is configured for Integrated Windows
Authentication and apply the following behavior:

Administrative Web Pages

In the RMS administrative web pages, when a request is received, the web application will auto detect the
integrated windows username and attempt to authenticate this user account to a user account defined in the
RMS database.

® [f the username is defined in the RMS database, the user is automatically logged on and the user's
security permissions are applied to the user's session.

® [f the integrated windows username is not found in the RMS database, a login prompt will be
provided to manually log on to the RMS administrative pages.

® If using Integrated Windows Authentication, the user's password in the RMS database need not be
synchronized with the actual domain account, this password will not be used in the authentication
process.

User Scheduling Web Pages

In the RMS user scheduling web pages, the web application will auto detect the integrated windows username
and only allow appointment record modification to appointment records that the user is the organizer of.
Attempting to access or modify an appointment created by another user will be restricted.

The integrated windows usernames need not be defined in the RMS database. The web application will simply
restrict access to appointments based on the appointments organizer.

As of RMS version 3.0, the Microsoft Exchange scheduling plug-in supports the
population of the organizer username field in the appointment record.

To enable Integrated Windows Authentication, after the RMS product installation and completion of the RMS
Configuration Wizard:

1.  Open the IIS manager from Control Panel / Administrative Tools / Internet Information Services.
2. Expand the Web Sites and navigate to the RMS web application (FIG. 28).
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FIG. 28 Internet Information Services - RMS

3. Right-click on the RMS web application and select Properties.

4. Select the Directory Security tab and click the Edit button under Anonymous access and authentication
control (FIG. 29).

RMS3 Properties E'Et

HTTP He_a.de.rs 1 Custom ﬁuur_s — ___ &Sl’ﬁf__
Virtual Directory | Documents q Directory Secunty |
Anonymous access and authentication control |

Enable anonymous access and edit the
authentication methods for this resourcs

IP address and domain name restiictions

®

Secure communications

Require secure communications and
'-_-@_ =9  enable client cerificates when this
TEEE resource is accessed.

ok J[ Comcel ] ooy

FIG. 29 RMS3 Properties - Directory Security tab

5. Ensure the Anonymous access option is disabled and the Integrated Windows authentication option is
enabled (FIG. 30).




Authentication Methods

Authenticated access

For the following authentication methods, user name and password
are required when

- anonymous access is disabled, or

- access is restncted using NTFS access control lists
[] Digest authentication for Windows domain servers

[[] Basic authentication (password is sent in clear text)

Defauk domain: |
v o>
[ ok ] [ concel | [ Hep |

FIG. 30 Authentication Methods

6. When done, press OK to save the configuration.

After making these changes, you will need to reset the IIS web application to ensure the new settings are
applied:

1. Select the Run option form the Windows start menu and type "IISRESET" and click OK (FIG. 31).

Run EI@

- Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: | iisreset] v

Lok J[ concel |[ romse.. ]

FIG. 31 Run - iisreset

2. After the IISRESET process is completed, you will be able to access the RMS web pages using Integrated
Windows Authentication.

If the RMS server is additionally configured to use Windows Authentication for
database access, a specialized machine account must be added to the SQL server.
See the RMS Database Administrator's Guide for more information.




To ensure that RMS is properly detecting the Integrated Windows Authentication settings, a script had been
included in the RMS Scripts directory:

C:\Program Files\AMX Resource Management Suite\Scripts\ RMS 1S Integrated Windows
Authentication.vbs

1. Simply double-click the script file RMS 11S Integrated Windows Authentication.vbs to execute it.

2. A message prompt displays the detected state for RMS using Integrated Windows Authentication in the
RMS web application (FIG. 32).

RMS Server Info E

§ ) RS Server detection for Integrated Windows Authentication of the RMS 115 Virtual Directory :
" RMS configured for Integrated Windows Authentication

This value will only return 'TRUE' if ...
3 CmentlyEnabied-l’m

1.) User Account Managment is <ENABLED> in R
2.) Integrated Windows Authentication is <ENABLED > on the RIMS OarOirectory in 115
3.) Anonymous Access is <DISABLED> on the RMS Virtual Drectory in IS

FIG. 32 RMS Server Info




Virtual Server

Overview

The RMS system can be deployed using virtualization on an instance of virtual server.
RMS has been tested using VMWare Server.

The most critical item to ensure is that RMS clients (NetLinx masters) can successfully connect to port 3839
on the virtual network interface.

If the virtual service instance is deployed on a virtual hard disk, there are certain
circumstances such as migrating to a new virtual hard drive that may prevent the

= RMS licensing from being detected properly. Please contact AMX Technical Support
NOTE to assist in resolving any licensing issues.







Microsoft Cluster Service

Overview

The RMS system can be deployed on Microsoft Clustered servers to provide a high-availability, redundant
solution. MSCS failover capability is achieved through redundancy across the multiple connected machines in
the cluster, each with independent failure states.

Redundancy requires that RMS be installed on multiple servers within the cluster. However, RMS is online on
only one node at any point in time. As that application fails, or that server is taken down, RMS services are
restarted on another node.

Each node has its own memory, system disk, operating system and subset of the cluster's resources. Each node

is required to utilize a shared drive which contains the RMS database and licensing. If a node fails, the other
node takes ownership of the failed node's resources (this process is known as "failover").

RMS supports Microsoft failover clustering. This does not imply support of load
balancing, web farms, etc.

FIG. 33 provides an example of a Clustered File Server:

"FileServerl” Server capable of :
providing access to acting as |
files on custer "FileServerl” when |
storage | needed |
Node 1 Node 2
_v r
Shared bus P ! Sha
or 1SCS] ——p Heartbeat signal ol
connection on network |
(in use by :
Node 1) Folders and | by Node 2)
files on cluster |
storage :
§ S| Cluster storage
et B
-~ 1
Administrator Lﬂ—l it Clien
| T
| - .
: Mode 1 cannet act |_] Failover Nogstﬁligsms
as "FileServerl”
: a5 Hiesere :J “FlleServerl”
Node 1
(failed) Node 2
On the network, Node 2
Is not recelving heartbeat Shared bus
signals from Mode 1 -—0r 5051
connection
{in use by
Folders and Mode 2)
files on cluster

=X = storage
= Cluster storage

Metwork

T 3G oo

FIG. 33 Clustered File Server




Installation

In order to setup RMS for cluster support, it must first be installed on all nodes of the cluster. Once all nodes
have RMS installed and configured, you need to have access to the Cluster Administrator application on the

active node.

Server and Client licenses are applied to the first node only; each additional node will utilize the licensing

stored on the shared drive.

1. Open the Cluster Administrator application and select the desired Group under which you want to setup
the RMS Services (FIG. 34).

) Cluster Administrator - [RMSDEYCLUSTER {rmsdevcluster)]

£ e Wew wndow tep =181 x|
®| 28| X|&| B 2a[=|=w |
=) E8) RMSDEVCLUSTER Name | State | owner [Resourcs Type | Deseription [
= L] Groups DDk F: Online RMSDEYZ Physical Disk )
£ Cluster Group (LmsoTc Oniine RMSDEVZ Distributed Tra...
) Group 0 (amsoTC 1P Address Online RMSDEV2 1P Address
; j m:;ﬂwmim rmspEvHSDTC Crline RMSDEV2 Natwork Name
5 g RHSDEV! 2150 1P Address 1 (RMSDEVSQL) Onine RAMSDEV2 1P Address
P (0501 Network Name (RMSDEVSQL)  Orine RMSDEV2 Network Name
{1 Active Resourcss st server Online RMSDEV2 SQL Server
O Metwork Interfaces  [NISQU Server Agent Orline RMSDEVZ SQL Server Agent
& o RMSDEV2 (L3501 Server FILESTREAM share (5. Online RMSDEVZ File Share
(L Active Groups
(] Active Resources
| Metwork Interfaces
For Help, press F1 [ [

FIG. 34 Cluster Administrator

2. Create a new Resource in the desired Group by selecting File > New > Resource.

3. RMS will need four Generic Service resources created for the cluster. The first Resource is for the RMS
Server service (FIG. 35).

New Resource

RMSServer
Name: IFIMSSeweI
Description: |HMSSewer Service

Group: Ilep 0 ﬂ

I~ Run this resource in a separate Resource Monitor

To continue, click Next.

FIG. 35 New Resource




4. Enter a Name and Description for the resource and select Generic Service for the Resource Type.

5. Click Next to verify and/or add additional cluster nodes as Possible Owners of the resource (FIG. 36).

Possible Owners

| I] RMSServer

Possible owners are nodes in the cluster on which this resource can be brought online.
Specify the passible owners for this resource.

Ayailable nodes: Possible owners:

Name |

< Back Next > Cancel

FIG. 36 Possible Owners

6. Click Next to enter the Dependencies (FIG. 37).
® For RMS Server, the only dependency should be the SQL Server if it resides in the same cluster.

® If the SQL Server does not reside on this cluster then there should be no dependency.

| I] RMSServer

Dependencies are resources which must be brought online by the cluster service first.

Specify the dependencies for this resource.
Available resources: Resource dependencies:
Resource | R4l

MsoTC D
[[AMSDTCIP Address I
() AMSDEVMSDTC N <-Remove
(D) saL 1P Addess (.. IF

SOL Server

(2 50L Network Nam... N

[0 50L Serveragent S

(2 SOL Server FILEST... Fig

KN I » <| | 2

FIG. 37 Dependencies




7. Click Next to enter the Service Parameters (FIG. 38).

Generic Service Parameters |

Service name:

Start parameters:

[T Use Network Name for computer name

< Back Newt> Cancel |

FIG. 38 Generic Service Parameters
The Service name should be the same as the service executable (RMSServer in this case) and there are no
startup parameters.

8. Click Next to view Registry Replication, which is not necessary for RMS Service resources (FIG. 39).

Registry Replication

| || RMSServer

Programs or services may store data in the registry. Therefore, it is important to have this
data available on the node on which they are running. Specify the registry keys below
HKEY_LOCAL_MACHINE that should be replicated to all nodes in the cluster.

Root Registiy Key

FIG. 39 Registry Replication




9. Clicking Finish returns you to the Cluster Administrator (FIG. 40), where you can add the remaining

three services (RMSComm, RMSNetlinx and RMSTroller).

T Cluster Administrator - [RMSDEVCLUSTER (rmsdevcuster)]

&) B Vew Window Hek

=18
&| |4 X[S| B mafi[zEMw |
= &g RMSDEVCLUSTER [ | Stata | ownar | Resowce Type | Descnption |
O Grows [ 50 Server FILESTREAM share (MS... Orine RMSDEVZ File Share
()50t server agert Online RMSDEVZ SQL Server Agent
[ 50 Server Onlee RMSDEYZ SOL Sarver
(S8 Metwork Mame (RMSDEVSQL) — Online RMSDEVZ Network Mame
([ 5ct 1P Address 1 (RMSDEVSEL) Online RMSDEVZ 1P Address
ETi ] RMSDEYMSDTC Online RMSDEYZ Network Mama
(1 Active Gr
j n:r::n m! MSDTC IP Address Onlne RMSDEVZ 1P Address
1) Mstwork Intarfaces lﬂMSDT( Onlina RMSDEY2 Distributed Tra...
B ﬂ & v2 Physical Disk
(51 Active Groups: (3 RMS Scheduing Manager Offine RMSDEV2 Generic Service RIS Scheduing Communications
(1 Active Resources ng Servar Offine RMSDEVZ GaNANc Service RMS Sarver Service
() Network Interfaces [/31RMS Netlinx Connection Manager  Offine RMSDEVZ Generic Service RS Netlin Communication 5.
[33RM5 Communication Manager Offine RMSDEVZ Generic Service  RMS Qutbound Communications
For Help, press F1 ,—- W- ,__ =

FIG. 40 Cluster Administrator







System Backup

Overview
The RMS server should be incorporated into your organization's regular backup schedule. In particular, all
RMS usage and room configuration data is stored in the RMS database.

RMS does not provide an automated database backup mechanism; if you do not already have a database
backup system in place you should highly consider implementing some form of database backup solution.

In the event of server hardware failure or data corruption, all RMS data may be lost without a regular backup.







IPSEC System Security

Overview

Internet Protocol Security (IPSec) is a protocol suite for securing Internet Protocol (IP) communications by
authenticating and encrypting each IP packet of a data stream.

[PSec also includes protocols for establishing mutual authentication between agents at the beginning of the
session and negotiation of cryptographic keys to be used during the session. IPSec can be used to protect data
flows between the RMS server and each NetLinx System.

This section describes setup for NetLinx systems. For more information, refer to the Web Console &
Programming Guide for NI Series NetLinx Integrated Controllers.

System Security - System Level

System Level Security options provide authorized users the ability to alter the current security options of the
entire system assigned to the Master.

There are two System Level Security pages, accessible via the System Security Settings and Security
Settings links in the System Level tab (FIG. 41):

System: Number 2 AT

A w TOGIN™ Welcome guest O Systemn Number 2 bl REFRESH

a LN

System ;

e m——— e

IP Sec Security Details
11 i i t S i
Modify IPSec security settings for the Master SySin SEtalty SERL - IPORO SACINEY SBti gk

Configure IPSec Settings Manage Certificate Files

D Enapad Certificates CA Certificates CRL Certificates

Selact s file to deleta

No CRL Checking
CRL Checking
CRL Checking (All) | Dalete File |

| Update Settings |

Upload Configuration File

| |[ Browse.. |  Submit

[ rowse... [ submit_|

Copyright ® 2008 AMX [ show Device Tree

FIG. 41 System Level Security

The Security Settings option is only available on the NI-700/900 and NI-X100
series.




System Level Security - IPSec Security Settings

Click the IPSec Security Settings link to access the IPSec Security Details page. The options in this page allow
you configure IPSec-specific security options on the Master at the System level (FIG. 42).

System: Humber 3 G

EUEEE Systern Number 3 v | lESS RSN

_‘ Webcontrol m systen

- -

IPSec Security Details
Modify IPSec security settings for the Master

System Security Seltings  IPSec Security Settings

Configure IPSec Settings Manage Certificate Files

[T Enabled Certificates CA Certificates CRL Certificates ‘

Seled a file to delete.
certl demoCA3subCAL key pem

& No CRL Checking

€ CRL Checking certl demoCA3subCAl certpem .
° CRL Checking (Al new.certpem | Delete File |
Al e nesw key.pem
| Updae Satige

Upload Configuration File Upload Cerificate File

I  Browse... || submit |

| Browse.. | submi

Copyright © 2006 AMX [T Show Device Tree

FIG. 42 System Level Security - IPSec Security Settings

The Enabled checkbox turns "on" and "off" the entire IPSec feature.

The CRL radio buttons indicate the level of Certificate Revocation List checking that is performed
for IPSec connections. CRL Checking checks the sources certificate while CRL Checking (All)
checks all of the certificates in a sources certificate chain.
If either CRL Checking or CRL Checking (All) are selected, then at least one certificate must be
present in the CRL Certificates directory on the Master.
® The Upload Configuration File section provides the capability to upload the IPSec Config file onto
a Master.
Simply browse to the file's location on a PC, select the file, and select Submit. The file will be
uploaded to its proper location on the Master.
There is no "delete" capability for the Config file. New uploads overwrite the existing Config file.
® The Certificates, CA Certificates and CRL Certificates sub-pages provide the ability to upload
certificates, certificate authority certificates and certificate revocation list certificates respectively
onto the Master.
Simply browse to the location of the certificate data on the PC, select the file and select Submit.
The selected file will be uploaded to the appropriate directory on the Master.
To delete a certificate file, simply select the desired file and select Delete. This will cause the file to
be removed from the Master.




Appendix A - Install lIS and Configure
ASP.NET for Windows 2003 Server

Overview

In Windows 2003 server, IIS can be installed using the Add / Remove Programs option in the Control Panel:
1. Select the Add/Remove Windows Components option (FIG. 43).

Currently installed programs:

§5) Microsoft .NET
Framework 2.0 Service
Pack 2

- §5) Microsoft .NET
| Framework 3.0 Service

%

Add New Pack 2

ket Lo 15/ Microsoft .NET Size  28.17MB
Framework 3.5 5P1

§5) Microsoft Document Sze  26.61MB
Explorer 2005

&5 Microsoft Group Policy Size  6.47MB
| Management Console

FIG. 43 Add or Remove Programs

2. Select the Application Service option and press the Details button (FIG. 44):

Windows Components Wizard |

Windows Components
‘You can add or remove components of Windows.

To add o remove a component, click the checkbox. A shaded box means that only
pait of the compaonent will be installed. To see what's included n a component, click
Details,

Accessoties and Ulilties

A AE o oo
v B Applcation Server

[] [8A Cettificate Services 1.8MB

V| (35 Fax Services 7.9MB

[ @D lndwing Sesvies nnmr =l

Description: Includes ASP.NET, Intemet Information Services (IIS), and the
Application Server Console.

Total disk space required: 0.0MB

Space available on disk: 107025 MB

<Back | News | camcel | Hep |

FIG. 44 Windows Components Wizard




3. In the Application Server dialog, select ASP.NET and Internet Information Services (11S) (FIG. 45).

Application Server E3 I

To add o remove a component, click the check box. A shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Application Server.

[ "% Application Server Console 0oME =
¥ By ASP.NET 0.0M8
V| @ Enable network COM+ access 0.0 MB

[] EHJEnable network DTC access 0.0MB
v xE Intemet Informs y S

[] = Message Queuing

7.0MB

o

Description: 1S Includes Web, FTP, SMTP, and NNTP support, along with support
for FrontPage Server Extensions and Active Server Pages (ASP).

Total disk space required: 0.0MBE Details... I

Space available on disk: 107025 MB
ok | cancel |

FIG. 45 Application Server

4. After installing IS, next, ensure the ASP.NET 2.0 web service extension is enabled (allowed):
Under Administrative Tools / Computer Management, navigate to:
Services and Applications > Internet Information Services > Web Service Extensions (FIG. 46).

_l-__l, Computer Management _ O] m

=) Fle Action View Window Help | =181
€= | AW EFRR @M 2> =
= Computer Management (Local)  a| [/ [ web Service Extension [status |
) iy System Tools " all Unknown CGI Extensions Prohibited
@ {35 Storage ¥ All Unknown 15API Extensions Prohibited
2 Services and Applications 3 Active Server Pages
-5 Telephony \ 432

#-44 Microsoft SQL Servers
Services
WMI Control

{8 SQL Server Configuration Man

39 FrontPage Server Extensions 2002
|%] Internet Data Connector Prohibited

B

w w 50LS Configuration Man ____'g Microsoft Exchange Server Allowed

&-J Indexing Service (38 RPC Proxy Server Extension Allowed

&= £ Internet Information Services — | (3] Server Side Includes Prohibited
- {
#-_J Application Pools (% webDAV Allowed
¥ Web Sites 1% Windows SharePoint Services Allowed

(&] _J Web Service Extensions | -
4| | Mo

\ Extended ) Standard /
| |

FIG. 46 Computer Management




Appendix B - Install IIS and Configure
ASP.NET for Windows 2008 Server

Overview
In Windows 2008 server, IIS can be installed using the Server Manager utility under Administrative Tools:
Server Roles

1. Select the Roles item, then select Add Roles (FIG. 47).

E. server Manager

', View the health of the roles installed on your server and add or remove
d" roles and features.

- g

-
= Diagnostics ~ 7 ﬂ
® gif} Configuration ~' Roles Summary Roles Summary Help
# 5 storage -
# Roles: 3of 18 installed %3 AddRoles
; Remove Roles
File Services =
3 Hyperv

Print Services -
4| | »

FIG. 47 Server Manager (Roles > Add Roles)

2. Select Next to continue (FIG. 48).

E Add Roles Wizard ‘alE

‘This wizard helps you install roles on this server. You determine which roles to install based on the tasks you |
want this server to perform, such as sharing documents or hasting a Web site.

Before you continue, verify that:

« The Ad account has a d

+ Network settngs, such as static IP addresses, are configured
+ The latest security updates from Windows Update are instaled

1f you have to complete any of the precedng steps, cancel the wizard, complete the steps, and then run the
wizard agan.

To continue, chck Next.

™ Skip this page by default

L < Pravious " Mext > m trastal | Cancel ] |
£ .'sun| | o ]| =i Initial Configuration T... Sy 1:424M

FIG. 48 Add Roles Wizard - Before You Begin




Appendix B - Install IS and Configure ASP.NET for Windows 2008 Server

3. Select the Web Server (11S) role (FIG. 49).

z ]
FIG. 49 Add Roles Wizard - Server Roles

4. The Web Server (11S) Role requires certain features to additionally be installed on the server. When
prompted, select the Add Required Features option (FIG. 50).

. Add features required for Web Server (1IS)?

= You cannct nstal Web Sarver (IIS) unless the rqured fasturas are also nstalled.
Faatures: Description:

/ Lm || mitial configuration
FIG. 50 Add Roles Wizard - Select Server Roles - Add Required Features
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5. Select the Application Server role (FIG. 51).

Md Roles Wizard x| H

+ Select Server Roles

Select one or mare roles to install on this server,

Roles: Description:

L] Active Dractory Certficate Services Application Server provides central
management and hosting of high-

[[] Active Directory Domain Services e Srlranie bl

[[] Active Drectory Faderation Services applications such as those built with

] Active Directory Lightweight Directory Services Enterprise Services and .NET

,: Acthy Dﬂdﬂr\f anh:s Management Services Framework 3.0

l_. o-oc: Server

[ oNS Server

] Fax Server Es

[] Fie sarvices

[ Metwark Policy and Access Services

] print Services

[] Terminal Services

[ uoDt services

[4] web server (i1s)
[ windows Deployment Services

< Previous "W-I Instal I Cancel |
}.'SM| | & | [ nitial configuration T... | ®3ds 1 il

FIG. 51 Add Roles Wizard - Select Server Roles (Application Server)

6. The Application Server Role requires certain features to additionally be installed on the server. When
prompted, select the Add Required Features option (FIG. 52).

-l\dd Roles Wizard - AH

ﬁ Select Server Roles

Select one or more roles to install on this server.

Roles: Description:
Web Server ] provides central
ms) |’E -:cbve Directory Certficate Services mﬁ“wm of hight
Role Serv’ bl o Priochonens Fiasn i Sass dons mansgement i
¥ e
Confirmation
Prograss {:.5 Add features required for Application Server?
Results _— | You cannot install Apphcation Server unless the requined features are also installed
Faatures: Dascrption:
B NET Framework 3.0 Features ﬂﬂmﬂ&w combines the
NET Framewod 3.0 e “E‘*‘f ramework 2.0 AP1s with
1 Windows Process Activation Senvice Ihat offer lppulmn user mhrllm protect
NET Ervironment your | identity i
h;
(1) Why are these features requined? 4

< Previous " Mext > I Instal | Cancel |
Lostan| | 5 m | [ tnitial configuration T... [ s 1uaam

FIG. 52 Add Roles Wizard - Select Server Roles - Add Required Features for Application Server




Appendix B - Install IS and Configure ASP.NET for Windows 2008 Server

7. Withboth the Application Server and Web Server (11S) roles selected, click Next to continue (FIG. 53).

FIG. 53 Add Roles Wizard - Select Server Roles (Application Server & Web Server selected)

8. Select Next to continue to Application Server (FIG. 54).

FIG. 54 Add Roles Wizard - Application Server
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Application Server

1. Add the COM+ Network Access option (FIG. 55). Select Next to continue.

| Add Roles Wizard

FIG. 55 Add Roles Wizard - Application Server > Role Services

2. Make sure all of the following options are selected (FIG. 56).

| Add Roles Wizard

[ wis-atomic Transactions

=N || 557 mnitial configuration T...
FIG. 56 Add Roles Wizard - Application Server > Role Services selections

3. Click Next to continue to Web Server (11S).
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Web Server (lIS) Settings

1. After completing the Application Role Services, the Web Server (11S) Roles Services installation will
begin (FIG. 57).

Mkll{okn\'luard EJE
a Web Server (11S)
Before You Begn Introduction to Web Server (115) B
Server Roles. wammmmmh:mmmmmmmummumm
and ratum ‘Web servers et you share information over the Internet, or
Apphcation Server through intranets and extranets. mmwmmmmnmmmm] 7.0, a unified
i Web platform that integrates 115 7.0, ASP.NET, and W C 115 7.0 also features
Sl enhanced secuity, smolfied dag and d d admin
Things to Note
i Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web server
wraffic espacally when there are multiple roles on this computer,

i The default instalation for the Web Server (IIS) role includes the installation of role services that ensble
you to serve static content, maks minor and HTTP emors),
monitor and log sarver activity, and configure static content compression.

Additional Information

i
L < Previous Im Instal | Cancel I |
:‘ﬂmtl | Zm |[ 57 mnitial Configuration T... iy 1156 AM

FIG. 57 Add Roles Wizard - Web Server (IIS)

2. Make sure all options under Common HTTP Features are selected.

3. Make sure the following options under Application Development are selected (FIG. 58).
ASPNET

.NET Extensibility

ASP

ISAP Extensions

ISAPI Filters




E Add Roles Wizard

a Select Role Servi
Bafore You Bagin

Server Roles

Application Server
Role Services

Web Server (I1S)

:"surt| | &Hm

ces

Select the role services to instal for Web Server (TIS):

Role services:

Description:

B & Web Server

& [¥] Common HTTP Festures
[#] static Content
[] Defauit Document
[¥] Directory Browsing
[¥] HTTP Emaes
[¥] HTTP Redrecton

B [ Appication Development
[¥] asp.neT

[#] NET Extansbity

Gl %

[#] 154P1 Extensions

[¥] 154P1 Fiters

[ server sice Incluces
= [l Health and Diagnostics

[¥] HTTP Logging

[¥] Logging Tools

[¥] Request Monitor

(] Tracng

[] custom Logging

] ARSF | anmion

More about role services

< Previous Il Next > I Install I

Active Server Pages (ASP) provides a
server side soripting environment for
building Web sites and Web
applications. Offering improved
performance over CGI scripts, ASP
des 115 with nati' for

both VBScript and JScript. Use ASP if

require ASP support. For new
development, consider using
ASP.NET.

=zl

concel |

|[ 57 mnitial Configuration T...

1

[ D s o

FIG. 58 Add Roles Wizard - Web Server (IIS) (Application Development)

4. Make sure all options under Security are selected.
5. Make sure all options under 11S 6 Management Compatibility are selected (FIG. 59).

[ Add Roles wizard

rsen| | B

Select the role services to install for Web Server (IIS):

Role sarvicas:

Description:

2 V] seanty
[¥] Basic Authenbeation
[¥] windows Authentication
[¥] Digest Authentication

[¥] UL Authorization
[#] Request Fitering
[¥] 1P and Domain Restrictions
&[] Perfarmance
[#] static Contant Comoression
[V] Dynamic Content Compression
& [¥] Management Tools
[¥] 115 Management Console
[¥] 1S Management Seripts and Tools
[¥/] Managament Servica
g

[#] 115 & WM Compatioi
[¥] 115 & Seripting Tools
[¥] 115 6 Management Console

N

More about role services

< Previous II Hext > I Instal I

[] Chent Certificate Mapping Authenbcabon
[¥] 115 Chant Cartficate Mapping Authenticaton

115 & Management Compatibility
:l jprovides forward compatibility for
your applications and scripts thatuse
the two IS APIs, Admin Base Object
(ABO) and Active Directory Service
Interface (ADSI). You can use existing

115 6 scripts to manage the [15 7 Web
Server.

=

Cancel l

| | 51 Initial Configuration T...

&

| L |

| B

[@% eyl

FIG. 59 Add Roles Wizard - Web Server (IIS) (Security, IIS 6 Management Compatibility)

6. Click Next to contin

ue to Confirmation.




Confirmation, Progress and Results

1. A final confirmation dialog is displayed before starting the installation of server roles and role services
(FIG. 60).

ﬁ Add Roles Wizard !‘E

E; Confirm Installation Selections

Before You Begn

To instal the following roles, role services, or features, cick Instal.

Server Roles
= (i) 2informatonal messages beiow
Role Sarvices (@) This server might need to ba restarted after the instalation completes, =
Web Server (IIS) ~ Application Server
Application Server Foundation
Web Server (IIS) Support

COM+ Network Access

Windows Process Activation Service Support
HTTP Activation

~ Web Server (I15)
(i) Find out more about Windows System Resourcs Manager (WSRM) and how it can help optimize
CPU usage

Web Server

Common HTTP Features
Static Content
Defaudt Document
Drrectory Browsing
HTTP Errors H
HTTP Redracton

Application Development
A4S0 NET S -:-I

Print, e-mai, o save this information

| =

< Previous Hiext > ” Install I Cancel |
:"smt| |am |[57 tnitial Configuration ... B EATAM

FIG. 60 Add Roles Wizard - Confirmation

2. Click Next to continue. The installation of server roles and roles services may take several minutes
(FIG. 61).

'i! Add Roles Wizard H
E Installation Progress
Before You Begin The folowing roles, role services, or features are being installed: B
PeECS Application Server
ko _ Web Server (115)

ik cp MNET Framework 3.0 Features

Web Server (II5)
Windows Process Activation Service

Role Services

Confirmation

Initializing instaliation..,

:"szart| | m ||';j§'nnual Configuration T... [ @ xnﬂm_

FIG. 61 Add Roles Wizard - Progress




3. When the installation of server roles and roles services is complete, a dialog is displayed indicating
"installation succeeded" for both Application Server and Web Server (11S) (FIG. 62).

|5 Add Roles wizard x|kl
ﬂ Installation Results
[ 5
Before You Begin ¥
The following roles, role services, or features were nstalled successfully:
Server Roles
o 1 1waming message balow
Role Services i Windows automatic uw\';.tmq is not enabled. To install the latest updates, use Windows Update r=
P 1 5
Web (ws) Control Panel to check for updates.
Polke Services “ Application Server @ Installation succeeded
Canfrmaton The \:ol!o,-mg 1ok SAOCEE -:.f.re nstaled:
Server
Web Server (IIS) Support
COM+ Network Access
Windows Process Activation Service Support
HTTP Activation
= Web Server (115) 0 Installation succesded
The folowing role services were instaled:
Web Server
Comman HTTP Features
Stanc Content
Defavit Document a2
Directory Srowsing
HTTP Emrors
HTTP Redrection .'.!
Print, e-maid, of save the instalation report

}}'Startl |am ]|3§mlmmmm1_ e ey

FIG. 62 Add Roles Wizard - Results

4. Click Close to complete this step.







Appendix C - Windows Firewall Exception

Overview

If Windows Firewall is enabled on your server, then an exception to permit NetLinx communication to the
server must be added.

The screenshots below are from a Windows 2008 server but this should serve as a
general example of how to perform this task on a Windows server. The exact steps
and dialogs may appear different depending on your version of Windows server.

1. Select Windows Firewall under the Control Panel on the RMS server.

2. To add the exception for RMS, select the Allow a program through Windows Firewall option in the left
column (FIG. 63).

oI
E Turn Windows Firewall on or Windows Firewall
off

; Windows Firewall can help prevent hackers or malicious software from gaining access to your
AI_!OW 2 program through computer through the Internet or network. "]
Windows Firewall

How does a firewall help protect my computerd

@ Windows Firewall is helping to protect your computer

Windows Firewall is on. Change settings
Inbound connections that de net have an exception are blocked.

Display a notification when a program is blocked: Ne

Network location: Domain network

What are network locations?

See also _;J

MNetwork Center

A'?Sbl'tl | & | 5 mitial Configuraton Tasks || g windows Firewall ® s 11:55AM

FIG. 63 Windows Firewall

3. In the Windows Firewall Settings dialog, select the Add Port button (FIG. 64).
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|6O

™ windows Firewall Settings

[ COM-+ Network Access
[ Core Networking

[ Distributed Transaction Coordinator

[JFile and Printer Sharing
[JiscsI service

[ key Management Service
Onetiogon Service

[ Network Discovery
[Orerformance Logs and Alerts
ORemote Administration

M Remote Desktop

FIG. 64 Windows Firewall Settings - Add Port
4. Add the RMS exception to TCP port 3839 (FIG. 65).

Add a Port

FIG. 65 Add a Port (3839)

5. Click OK when complete.
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Appendix D - Installation of RMS IIS Virtual
Directory in Alternate Path

Overview

The following instructions illustrate how to manually configure the RMS IIS Virtual Directory.
1. Open IIS Manager and create a "RMS" virtual directory in the desired path.
You can create the new "RMS" virtual directory in a subfolder of any existing IIS folder (FIG. 66).

= Computer Management [‘__']@ g@@

Q File Action ‘iew Window Help =& x|
e« BO@E XERR @B 2> =0
nputer Management (Local) Name Path Status
System Tools
Storage There are no items ko show in this view.
Services and Applications
Services
WMI Control
Lﬁ SQL Server Configuration Manager
B Indexing Service
% Internet Information Services
=[] Web Sites
= o Default web Site
& 8 ISHelp
£ Printers
= {1 apps
= amx
=
@ (] aspnet_client Explore
@ 1 flex Open
# (] images Browse
# (] _private
@5 v [ New ]
@ D vti_log All Tasks »
@0 _vti_pvt View »
G- _vti_script New Window from Here
@] _vti_txt
Delete
Rename
Refresh
Export List...
Properties
Help
l
< I >
Create new Web Virtual Directory

FIG. 66 Computer Management (Create new Web Directory)

In this example we will create the RMS virtual directory in a deeply nested path:
/apps/amx/management/

2. Upon selecting the New > Virtual Directory option under the IIS folder where you want to create the
RMS virtual directory, you will be prompted with the Virtual Directory Creation Wizard (FIG. 67).




Virtual Directory Creation Wizard @
¥irtual Directory Alias
You must give the virtual directory a short name, or alias, for quick reference.

Type the alias you want to use to gain access to this Web virtual directory. Use the
same naming conventions that you would for naming a directory.

Blias:
RMS

< Back l Next > I Cancel

FIG. 67 Virtual Directory Creation Wizard - Virtual Directory Alias

Enter the desired web alias name, in this example we will use RMS.

Select Next to continue.

a R

The new "RMS" virtual directory should point to the existing RMS web directory in the installation path
(FIG. 68):

C:\Program Files\AMX Resource Management Suite\Web

Virtual Directory Creation Wizard @
Web Site Content Directory
Where is the content you want to publish on the Web site?

Enter the path to the directory that contains the content.

Directony:
C:\Program Files\AMX Resource Management Suite\web Browse...

< Back I Mext > I Cancel

FIG. 68 Virtual Directory Creation Wizard - Web Site Content Directory

6. Select Next to continue.
7. Select the Read and Run Scripts access permissions (FIG. 69).




Virtual Directory Creation Wizard @

Access Permissions

What access permissions do you want to set for this virtual directory?

Allow the following:

[¥ Run scripts (such as ASP)

[7 Execute (such as ISAPI applications or CGI)
[ Write

[ Browse

Click Next to complete the wizard.

< Back | Next > |

Cancel

FIG.

69 Virtual Directory Creation Wizard - Access Permissions

Select Next to continue.

Select the Finish button to complete the virtual directory creation wizard (FIG. 70).

Virtual Directory Creation Wizard

You have successfully
completed the Virtual

Click Finish to continue.

Finish |

Directory Creation Wizard.

FIG. 70 Virtual Directory Creation Wizard - Flnish

10. Next, right-click the newly created RMS virtual directory and select the Properties option (FIG. 71).
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FIG. 71 Computer Management

11. In the Virtual Directory tab, ensure the following settings are correct (FIG. 72):
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FIG. 72 RMS Properties - Virtual Directory

If the Application Settings section appears disabled, then the RMS IIS Application instance has not been
created - select the Create button to create the application (FIG. 73).
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FIG. 73 Application Settings - Create

12. Select the Documents tab and ensure the default.asp file is listed as a default document (FIG. 74).
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FIG. 74 RMS Properties - Documents

13. Select the ASP.NET tab and ensure the ASP.NET version is set to 2.0.50727 (FIG. 75).
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FIG. 75 RMS Properties - ASP.NET

14. Once these settings are verified, select OK to close the IIS virtual directory properties dialog.

You should now be able to open a browser to the new website path. It may take a few minutes for the ASP.NET
application to recompile itself for the new location.

http://localhost/apps/amx/management/rms




Update the RMS Server Internal Configuration For The New Path

Once the RMS web pages have successfully opened, we need to get the RMS server to update its internal
configuration for the new path.

The steps below will reconfigure the RMS server to determine the new RMS virtual directory:

1. First, stop the RMS Services using the RMS Service Manager (FIG. 76).
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FIG. 76 AMX Resource Management Suite Service Manager - Stop Services

2. Now run the RMS Configuration Wizard.
a. Step through the configuration steps until you get to the Virtual Directory page (FIG. 77).
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FIG. 77 RMS Configuration Wizard - Virtual Directory

In the virtual directory alias name field, you should now see the full alias path to the RMS website on the
IIS web server.
b. Click Next to save this detected website alias to the RMS configuration.




3. Continue through the steps in the RMS Configuration Wizard until you reach the OS Permissions / Web
User page (FIG. 78).
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FIG. 78 RMS Configuration Wizard - Web User

® Make sure the permissions are all applied correctly.

® If any permission is not set, then use the Set Permissions button to apply the necessary
permissions.

4. Continue through the remaining steps in the RMS Configuration Wizard until you reach the final Finished
page (FIG. 79).
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FIG. 79 RMS Configuration Wizard - Finished

Here, you will need to verify that the URL displayed is the correct fully qualified URL for the RMS web
application.




® If the URL is incorrect, you may need to provide a manual override to the web path configuration.

® See Appendix E - Override the RMS FQDN & Web URL Path on page 71 for more information on
how to override the web URL.

5. Open a new browser window to the new RMS web URL just to maker sure all is still working properly.

With this custom IS Virtual Directory path, the RMS Configuration Wizard will not be
Q able to DELETE or RE-CREATE this virtual directory in a custom path.
= If the virtual directory ever gets deleted, it will have to be re-created using these
manual steps outlined above.







Appendix E - Override the RMS FQDN &
Web URL Path

Overview

RMS generates URL links embedded in notification emails to provide convenience links for quick access to
specific content of interest in the RMS web pages. By default, RMS determines the server hostname using the
computer name assigned to the server.

However, in certain cases you may want to expose the RMS server using a public fully qualified domain name
or in cases where the computer hostname my not be resolvable by all network workstations. This default
behavior can be bypasses allowing you to provide a static fully qualified hostname and URL path for the RMS
configuration.

The instructions below will configure your RMS server to use a custom/static fully qualified hostname and
URL:

1. Open the following folder on your RMS server:
C:\Program Files\AMX Resource Management Suite\Scripts
Locate the RMS Set FQDN & URL.vbs script file and double-click it to launch it.

You will be prompted with the current RMS configured web URL - select Yes to provide your own URL
to override the default detected settings (FIG. 80).
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FIG. 80 Override current configured web path

4. Type in the new fully qualified URL path to the RMS web application and select OK to save the custom
setting (FIG. 81).
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[Please Note: this path should include the ‘hitp://*
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Type ‘auto’ to configure RMS to use the auto
detected web URL

hitp://ims.c

FIG. 81 Enter new web path

To return the RMS server back to it's default configuration where the RMS server
attempts to auto detect the RMS web application URL, simply type 'auto' into the text
prompt and press OK.




5. After completing the web URL change, you will need to restart the RMS services to fully propagate the
updated setting (FIG. 82).
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FIG. 82 Restart RMS Services

You can use the Restart Services option in the RMS Service Manager utility to restart all the RMS
services (FIG. 83).
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FIG. 83 AMX Resource Management Suite Service Manager - Restart Services

Once the services have restarted, RMS will now use the override setting as its web path for all links and URLs.




Appendix F - Verify the RMS Server Info &
Web URL Path

Verify the RMS Server Info & Web URL Path

The RMS installation provides a script file that you can run on the RMS server to verify the RMS server's
configured hostname, IP address, and web URL path.

Open the following folder on your RMS server:
C:\Program Files\AMX Resource Management Suite\Scripts
Next, locate the "RMS Server Information.vbs" script file and double-click it to launch it.

You will be prompted with the current RMS configured Hostname, IP Address, Web Alias, and Web Base Path
(fully qualified web URL) (FIG. 84).

RMS Server Info [Z]
i ) RMS Server Information:
Hostname server
IP Address : 192.168.10.13
‘Web alias
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‘Web Base Path:  http://server/RMS]

FIG. 84 RMS Server Info
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