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RMS Enterprise Transporter

RMS Enterprise Transporter

Overview

RMS Enterprise Transporter is a file transfer agent that allows the simultaneous transfer of firmware to multiple AMX devices on
your system's network. This ensures that all devices are updated to the latest version at one time rather than making multiple trips
to perform system upgrades. This tool also allows viewing of transfers to all devices in real time, so you can see at a glimpse the
status of all file transfers, as well as the status of files that were transferred in previous sessions. Detailed log files are also available
which allow viewing of historical data for each system or installation, whether it be one small room, or a campus wide system.
e RMS Transporter is installed separately from RMS Enterprise, and has it's own versioning (independent of RMS Enterprise).
In order to use the Update Manager functionality in RMS, RMS Transporter must be installed according to the instructions
in this guide.
e The RMS Transporter installation file (RMSTransporter.exe) is available to download from www.amx.com.
In the RMS Enterprise (v4.6 or higher) HTML interface , transporter functionality is presented in the Update Manager menu (FIG. 1):

& RMS Update Manager ~ Reports Classic Ul Welcome Larry Carey  Sign out

FIG. 1 RMS Enterprise HTML UI (v4.6 or higher) menu bar

Note that the Update Manager menu is present in the menu bar, even if RMS Transporter has not been installed.

NOTE: To ensure optimal performance of the RMS Enterprise UI, the RMS Transporter application should not be installed on the
Primary RMS Enterprise Server. Install the RMS Transporter application on a separate server.

RMS Enterprise System Requirements

e RMS Enterprise Server: Version 4.6 or higher.
e RMS SDK v4.6 (or higher)
e Java SE: Java SE v8

NOTE: Use RMS SDK v4.6 (or higher) with RMS Server v4.6 (or higher). If an earlier version of the RMS SDK is used with RMS
v4.6, a manual reboot of the target master or client gateway may be necessary after the firmware transfers are complete.

RMS Transporter Server Hardware Recommendations

NOTE: The RMS Transporter application should not be installed on the primary RMS Enterprise Server, as this can lead to performance
issues on the RMS Enterprise UI (including potentially sluggish response times during transfer operations). To ensure optimal
performance, always install RMS Transporter on a separate dedicated server.

Verify that each server that will run RMS Transporter meets or exceeds the following minimum requirements (check the appropriate
boxes below):

RMS Transporter Server Hardware Recommendations

Does your RMS Transporter server meet the following minimum hardware recommendations? Yes No
* Processor Dual core Intel Xeon processor @ 2.67GHz (or equivalent)
* Memory 4 GB
« Display 1280 x 1024 resolution
12 GB available space for RMS Transporter application files.
* Hard Disk Note: AMX firmware files will be stored locally on the Transporter. These files are automatically
removed from the Transporter after 90 days since their last use.

Yes to all Please continue to the next step.

No to any You must obtain a server that meets these minimum requirements to install RMS Transporter.

NOTE: RMS Transporter uses port 8081 for HTTP communications. Verify that port 8081 is open (see FIG 2).
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RMS Enterprise Transporter

RMS Transporter Operating System (0S)

Do you have a compatible server OS installed? Yes No

Supported Microsoft Server Operating Systems:

* Microsoft Windows Server 2012: R2 (64-bit): Standard Edition

* Microsoft Windows Server 2008 R2 (64-bit): Web Edition / Standard Edition / Enterprise Edition

* The Windows Desktop Experience feature may be required in order for the RMS Scheduling Configuration Tool to work properly.

Yes Please continue to the next step.
No You must obtain a compatible server 0S to install RMS.
Do you have an administrative account to the server on which RMS Transporter will be installed? Yes No

Note: RMS Enterprise Troller is a system level application and requires administrative access to install and configure
RMS, including RMS Transporter.

Yes Please continue to the next step.

You must obtain an administrative logon account, or logon to the server with a user account that has administrative

No
access to the server.

NOTE: RMS Transporter v1.2.x is only supported on 64-bit systems.

FIG. 2 illustrates the basic layout of an RMS Enterprise System that uses two RMS Transporter servers to update firmware files on
AMX devices in the RMS system:

RMS Enterprise Server
J Server running RMS Enterprise

RMS Transporter RMS Transporter
Server Server

AMX Dewce // AMX DeV|ce AMX Dewce \\\ AMX Dewce

AMX Dewce) GMX Dewce AMX Dewca QMX DeV|ce

FIG. 2 RMS Transporter - basic system layout

Server running
RMS Transporter

Server running
RMS Transporter

As indicated, multiple RMS Transporter servers can communicate with the RMS Enterprise Server.
e Each RMS Transporter server communicates with the RMS Enterprise Server over Port 80.
e Each RMS Transporter Server communicates with AMX devices over port 1319.

e Each RMS Transporter Server communicates with AMX devices via HTTP over port 8081 (default). This port can be changed
in the RMS Transporter Configuration tool (see page 10).

Installation and Configuration Steps - Overview
1. Gather RMS Server and RMS Transporter Server Information: To install and configure RMS Update Manager, the following
information will be required:

o RMS Server URL, User Name and Password: the URL or IP address of the primary RMS (the server that runs RMS
Enterprise), and the required login credentials (if applicable).

e RMS Transporter Server URL, User Name and Password: the URL or IP address of the server that will run RMS Transporter,
and the required login credentials (if applicable).

2. Install RMS Transporter: Refer to the Installing RMS Enterprise File Transporter section on page 6 for instructions.
3. Configure RMS Update Manager: Refer to the RMS Transporter Configuration section on page 9 for instructions.
Upgrading From an Earlier Version of RMS Transporter

The latest version of RMS Transporter (v1.2.x) requires an update to Java SE v8. For details on upgrading to RMS Transporter v1.2.x
from an earlier version, refer to the Upgrading File Transporter v1.x to v1.2.x section on page 11.

Using RMS Update Manager and RMS Transporter

For instructions on using RMS Update Manager (in conjunction with RMS Transporter) to manage firmware on AMX system devices,
refer to the RMS Update Manager section of the RMS Enterprise System Administrator’s Manual.
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Installing RMS Enterprise File Transporter

Overview
To add RMS Enterprise File Transporter functionality to RMS Enterprise, install the RMS Enterprise Transporter application (as
described below), and then run the RMS Update Manager Configuration utility (see RMS Transporter Configuration on page 9).

e To ensure optimal performance of the RMS Enterprise UI, the RMS Transporter application should not be installed on the
Primary RMS Enterprise Server. Install RMS Enterprise Transporter on a separate server.

The RMS Enterprise Transporter installation file (RMSTransporter.exe) is available to download from www.amx.com.

Verify that the server that will run RMS Enterprise Transporter meets or exceeds the minimum OS and hardware
requirements on page 4.

e The latest version of RMS Transporter (v1.2.x) requires an update to Java SE v8. For details on upgrading to RMS
Transporter v1.2.x from an earlier version, refer to the Upgrading File Transporter vi1.x to v1.2.x section on page 11.

Before You Start

e Verify that the Primary RMS Server is running.
e Have the IP Address and login credentials for the RMS Enterprise Server.
e Have the IP Address and login credentials for the RMS Enterprise Transport Server.

Installing RMS Transporter

1. Double-click the RMSTransporter.exe installation file to begin the installation. This opens the Welcome to the RMS Enterprise
Transporter Setup Wizard screen (FIG. 3):

-~ RMS Enterprise Transporter 1.2.1 -

haes
A-. P4 Welcom_e to the RMS
Enterprise Transporter Setup
Wizard

The Setup Wizard will install RMS Enterprise Transporter on
your computer, Click "Next™ to continue or "Cancel”™ to exit
the Setup Wizard.

FIG. 3 Welcome to the RMS Enterprise Transporter Setup Wizard screen

2. Click Next to proceed to the End-User License Agreement screen (FIG. 4):

- RMS Enterprise Transporter 1.2.1 -
End-User License Agreement
Please read the following license agreement carefully Al [7 .Y
End-User License Agreement ~

IMPORTANT-READ CAREFULLY: This End-User License Agreement

[this "EULA") is a legal agreement between you [either an individual or

a single entity) and AMIX, LLC ("AMX") for AMX's software, including (if
any) all updates, upgrades, enhancements, error corrections, and bug
fixes that supplement or replace such software and that are not
distributed or made available with a separate license [collectively, the
‘Software”]. YOU AGREE WITH THE TERMS OF AND TQ BE BOUND hd

(®) 1 accept the terms in the License Agreement

(O 1 do not accept the terms in the License Agreement

| < Back ” Mext > | | Cancel

FIG. 4 End User License Agreement

3. Review the End-User License Agreement, and click I accept the terms in the license agreement to enable the Next button.
Click Next to proceed to the Select Installation Folder screen (FIG. 5):
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Installing RMS Enterprise File Transporter

Select Installation Folder
This is the folder where RMS Enterprise Transporter will be installed. A. LN

To install in this folder, dick ™ext”. To install to a different folder, enter it below or dick
"Browse".

Folder:
C:\Program Files\AMX\Resource Management Suite\Transpor ter} ‘ | Browse...

© 2016 AMX LLC. All rights

[ <eak | mext= | [ cancel

FIG. 5 Select Installation Folder
The default target directory for the Interface installation is indicated in the text field on this screen:
C:\Program Files\AMX\Resource Management Suite\Transporter\

4. Click Next to proceed to the Ready To Install screen (FIG. 6):

Ready to Install
AR
The Setup Wizard is ready to begin the RMS Enterprise Transporter wr LN

installation.

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.

1 2016 AMX LLC. All rights reserved ”

FIG. 6 Ready To Install screen

5. Click Install to begin installing RMS Enterprise Transporter to the target directory on the specified server. Installation
progress is indicated in the Installing RMS Enterprise Transporter screen (FIG. 7):

Installing RMS Enterprise Transporter ‘w
" F P w LN

Please wait while the Setup Wizard installs RMS Enterprise Transporter. This may
take several minutes.

Status: Updating component registration

€ 2016 AMX LLC. Allrights reserved
[ <Bak || mext= | [ cancel

FIG. 7 Installing RMS Enterprise Transporter

e If you wish to review or change any of your installation settings, click Back.
e Click Cancel to exit the wizard.
6. When the installation is complete, the Completed the RMS Enterprise Transporter Setup Wizard screen is displayed (FIG. 8):
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- RMS Enterprise Transporter 1.2.1 -

D w.“ Welcome to the RMS
us Enterprise Transporter Setup
Wizard

@ Click the "Finish™ button to exit the Setup Wizard.

Click to launch the
RMS Transporter
Configuration utility

< Back | Finish I Cancel

FIG. 8 Completed the RMS Enterprise Transporter Setup Wizard screen

7. Click Finish to close the RMS Enterprise Transporter Setup Wizard.

At this point, RMS Enterprise Transporter application and the RMS Update Manager Configuration utility are both installed. The next
step is to configure the RMS Enterprise Transporter tool. This process will invoke the RMS Update Manager Configuration utility, as
described in the following section.
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RMS Transporter Configuration

RMS Transporter Configuration

Overview

At the end of the RMS Enterprise Transporter Setup Wizard, click Finish to launch the RMS Transporter Configuration utility. This
utility allows you to configure the RMS Enterprise Transporter interface to communicate with RMS Enterprise.

The initial view is of the RMS Server tab (FIG. 9):

o~ AMX - RMS Transporter Configuration == -
ArER RMS Transporter Configuration

| RMS Server | Transporter Settings

Configure RMS Server URL and authentication credentials. Please save any changes before switching tabs.

RMS Server URL:
User Name: transporter

Password:

Test Connection

1.2.1

FIG. 9 RMS Transporter Configuration - RMS Server tab

1. Enter the appropriate connection information for your RMS Enterprise server:

RMS Transporter Configuration - RMS Server tab options

RMS Server URL: Enter the URL of the RMS Server that will run RMS Enterprise Transporter.
URL must be in the form: http://<server>:<port>/rms
If the port is 80, then it can be omitted.

User Name: Enter the user name as required by the server (default = "transporter™)

Password: Enter the password as required by the server (default = "password")

NOTE: RMS Transporter uses port 80 to communicate with the RMS Server, and uses port 1319 to communicate with system devices.

2. Click the Test Connection button to verify this information. The program will indicate that the connection was successful or
not. If the connection attempt fails, re-enter the server information. You cannot proceed until you have successfully
connected to the server.

3. Click Save RMS Server Setting to save these settings, register the RMS Enterprise Transporter Interface with the server, and
enable the File Transporter Settings tab (see FIG. 11 on page 10):
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RMS Transporter Configuration

ArX RMS Transporter Configuration

J RMS Server " Transporter Settings |

Configure RMS Server URL and authentication credentials. Please save any changes before switching tabs.

RMS Server URL: [ http://10.35.84.6:8080/rms
|

User Name: transporter

Password: P

Test Connection

Connect to RMS Server successfully.

1241 Save RMS Server Setting

FIG. 10 RMS Transporter Configuration - RMS Server tab (Connected)
4. Open the Transporter Settings tab (FIG. 11):

AR RMS Transporter Configuration

RMS Server || Transporter Settings l

Enter transporter name, Please save any changes before switching tabs.

Transporter Name: | Transporter (10.35.86.150)

HTTP Port: | 8081

Save Transperter Setting

FIG. 11 RMS Transporter Configuration - Transporter Settings tab

5. Inthe Transporter Name field, enter a unique, friendly name for the RMS Enterprise Transporter.

NOTE: Transporter names must be unique - if an existing transporter name is entered, an error is invoked. In this event, re-name
the Transporter with a unique name and re-save.

6. By default, each RMS Transporter Server communicates with AMX devices via HTTP over port 8081. This port assignment can
be changed if necessary.

7. Click Save Transporter Setting to save changes. The dialog will indicate that the setting has been saved.
8. Close the RMS File Transfer Configuration utility.
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Upgrading File Transporter v1i.x to vi1.2.x

Overview

If you have upgraded your RMS Server to v4.6, it is necessary to also upgrade RMS Enterprise File Transporter to v1.2.x, as

described in this section.

NOTE: For instructions on on upgrading RMS Enterprise Server to v4.6, refer to the RMS Enterprise Installation Manual.

1) Stop the RMS Enterprise Transporter Process

The first step in upgrading to RMS Enterprise Transporter v1.2.x is to stop the current (v1.x) RMS Enterprise Transporter process:

1. Open Windows Computer Management (Start > Administrative Tools > Computer Management):

A Computer Management
File Action View Help
e rEEc:z BE >»enw
;&- anputerManagement(anal .;,‘ Services Actic
a [} System Tools
@ Task Scheduler SE
4 X RMS Enterprise Transporter Mame - Description Status Startup Type Log ~ |
p {2 Event Viewer . i
= Shared Fold . Plug and Play Enables a computerto receg.. Running  Manual Locz
b il Shared Folders Stop the service ortable Device Enumerator 5. Enforces group policy for re... Manual (Trig.. Locz RME
3 ,ku Local Users and Groups || Rectart the service & p M | d Runni Automat Locs
b @ Performance o.wer a.nages. power po \c.y a.n B unn!ng utormatic oce |
. rint Spocler This service spools print jobs.. Running  Automatic Locz
=4 Device Manager
4 22 Storage Description: £ Printer Extensions and Motific... This service opens custom pr... Manual Loce
l?@ Windows Server Backug RMS Enterprise Transporter . Problem Reports and Solutio...  This service provides suppoert... Manual Locz
=% Disk Management emote Access Auto Connec... Creates a connection to a re.. Manual Locz
a :ﬂ{} Services and Applications emote Access Connection ... Manages dial-up and virtual ... Manual Loce
7 Routing and Remote Ac . Remote Desktop Configuration Remote Desktop Cenfigurati..  Running  Manual Loce
emote Desktop Services Allows users to connect inter..  Running  Manual Nety
& WMI Control - Remote Desktop Services Use... Allows the redirection of Prin...  Running  Manual Locz
% Remote Procedure Call (RPC)  The RPCS5 service is the Serv...  Running  Automatic Nety
emote Procedure Call (RPC)... In Windows 2003 and earlier ... Manual Ne
. Remote Registry Enables remote users to mod... Automatic (T...
. Resultant Set of Policy Provider Provides a network service th... Manual Locz
_>' RMS Enterprise Transporter RMS Enterprise Transporter Running  Automatic
. Routing and Remote Access Offers routing services to bu.. Disabled
% RPC Endpoint Mapper Resolves RPC interfaces iden..  Running  Automatic Ne
econdary Logon Enables starting processes u.. Manual Loce
ecure Socket Tunneling Prot.. Provides support for the Sec... Manual Loce
ecurity Accounts Manager The startup of this service sig... Running  Automatic Loce
ENVEr Supports file, print, and nam... Running  Automatic Loce
. Shell Hardware Detection Provides notifications for Au...  Running  Automatic Locz
mart Card Manages access to smart car... Disabled Loce
mart Card Removal Policy Allows the system te be conf.. Manual Locz
55 SMMP Trap Receives trap messages gene... Manual Loce
<] [0 I
< [ > | Extended A Standard /
FIG. 12 Windows Computer Management - RMS Enterprise Transporter service
2. Inthe Computer Management navigation bar, select Services and Applications > Services.
3. Inthe Services window, select the RMS Enterprise Transporter service.
4. Right-click and select Stop (FIG. 13):
e e i St e b % e nn e s et e semaieieny e Ju—
% Remote Procedure Call (RPC)  The RPCS5 service is the Serv...  Running  Automatic Mety
. Remote Procedure Call (RPC)... In Windows 2003 and earlier ... Manual Me
% Remote Registry Enables remote users to mod.., Automatic (T..
% Resultant Set of Policy Provider Provides a network service th... Manual
3 RIS Ent g . B> Enterprise Transporter Running  Automatic
“; Routing =rs routing services to bu... Disabled
L RPCEnd olves RPC interfaces iden...  Running  Automatic Me
i Seconda bles starting processes ... Manual Loce
o Secure § Resume vides support for the Sec... Manual Locz
S Security Rectart startup of this service sig.. Running  Automatic Locz
G Server ports file, print, and nam... Running  Automatic Locz
Iy Al Tasks ro| . . .
+ Shell Ha vides notifications for Au... Running  Automatic Locz
o Smart C Refresh nages access to smart car..., Disabled Loce
S Smart C Properties ws the system to be conf... Manual Locz
S SNMP T Eives trap messages gene.., Manual Loce
P Hel - -
< b m [ >
Extended /(Standard/
FIG. 13 RMS Enterprise Transporter service Context Menu
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2) Uninstall Java 7

1. Open Windows Control Panel (Start > Control Panel).
2. Select Programs and Features.
3. Inthe Uninstall or change a program window, select Java 7, and click Uninstall (FIG. 14):

_I:I-

Programs and Features
i(-) - 4 | v Control Panel » All Control Panel ltems » Programs and Features W 0| | Search Programs and Features @ ‘

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

@' Turn Windows features on or

Mame - Publisher Installed On
4 CCleaner Piriform 8/19/2014
§s Defraggler Piriform 8/19/2014
& Google Chrome Google Inc. 9/16/2013
—> |£:|Java 7 Update 79 (64-bit) Oracle 3/12/2015
[ Microsoft Visual C++ 2008 Redistributable - x64 9.0.30... Microsoft Corporation 9/14/2012
[= Microsoft Visual C++ 2008 Redistributable - 64 9.0.30... Microsoft Corporation 2/4/2014
[ Microsoft Visual C++ 2008 Redistributable - 86 9.0.30... Microsoft Corporation 9/14/2012
(2 Microsoft Visual C++ 2008 Redistributable - x86 9.0.30... Microsoft Corporation 2/4/2014
& Notepad-++ Motepad++ Team 10/17/2013
[ RMS Enterprise Transporter AMX, LLC 5/29/2015
@VMwareTools Whware, Inc. 10/17/2013
(‘ Oracle Product version:  7.0.790 Support link:  http://java.com
=2 Help link:  http://java.com/help  Update information:  http://java.com/verify

FIG. 14 Programs and Features > Uninstall or change a program (Java 7 selected to uninstall)

4. The program will prompt you to verify this action - click Yes to proceed.

3) Install Java SE8 (Windows 64 bit version)

Java SE8 (Standard Edition version 8) installation files are available to download from www.oracle.com.

Size

Size:

118 MB
13.1 MB
13.2 MB
10,1 MB
10,1 MB

54.0 MB

T1aMe

Version

416

218
52.0.2743.116
7.0.790
9.0.30729.4148
9.0.30729.6161
9.0.30729.4148
9.0.30729.6161
6.3

1.09
9.4.0.1280544

NOTE: The minimum requirement for Java SES8 is the JRE (Java Runtime Environment). RMS Enterprise Transporter will also work with

the JDK (Java Development Kit), since it includes the JRE.

1. Download and launch the Java SE8 JRE installer. FIG. 15 shows the Java SE8 installer Welcome Screen.

Java Setup - Welcome = | o [

Welcome to Java

Java provides access to a world of amazing content. From business
solutions to helpful utilities and entertainment, Java makes your Internet
experience come to life,

MNote: No personal information is gathered as part of our install process.
Click here for more information on what we do collect.

Click Install to accept the license agreement and install Java now.

[[] change destination folder | Cancel | | Install = |

FIG. 15 Java SE8 installer - Welcome screen

2. Click Install to begin the installation. Progress is indicated in the Installing Java dialog.
3.  When complete, close the Java SE8 installer (FIG. 16).
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Java Setup - Progress = [ = Java Setup - Complete =1 I

Status: Installing Java
J \/ You have successfully installed Java

You will be prompted when Java updates are available. Always install

| | | updates to get the latest performance and security improvements.
I Ion Mare about update settings
When you click close, your browser will be opened so you can verify that
Devices Run Java e

#1 Development Platform m

FIG. 16 Java SE8 installer
Disabling Auto-Update For Java

Because RMS Enterprise Transporter requires a specific version of Java, it is important that Java’s auto-update feature is disabled,
to avoid compatibility issues in the future:

1. On the main Control Panel Page, select Java. This opens the Java Control Panel (FIG. 17):

£ Java Control Panel |;|i-

| General || Update | Java | Security I Advanced |

The Java Update mechanism ensures you have the most updated version of the Java
q;{) platform. The options below let you control how updates are obtained and applied.
—"3

Motify Me: Before downloading w

Check for Updates Automatically

Every Saturday at 10:00 PM, Java Update will chedk for updates. If an update is
recommended, an icon will appear in the system taskbar notification area. Move the
cursor over the icon to see the status of the update. You will be notified before the
update is downloaded.

FIG. 17 Java Control Panel

2. Un-check the Check for Updates Automatically option.
3. Java will prompt you to verify this action - click Never Check to proceed (FIG. 18):

Java Update - Warning

You have chosen to stop automatically checking for
updates and will miss future security updates.

We strongly recommend letting Java periodically check for newer versions to ensure you have
the most secure and fastest Java experience.

| Check Weekly ‘| Do Mot Check

FIG. 18 Java Update - Warning
4. Click OK to close this dialog.
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5) Upgrade RMS Transporter

With Java v8 installed and configured, the system is ready to install RMS Enterprise Transporter v1.2.x.
Before you start:

e Verify that the Primary RMS Server is running.

e Have the IP Address and login credentials for the RMS Enterprise Server.

e Have the IP Address and login credentials for the RMS Enterprise Transport Server.

Double-click the RMSTransporter.exe installation file to begin the installation. This process is described in the Installing RMS
Enterprise File Transporter section on page 6.

6) Configure RMS Transporter
When the Finish button is clicked in the last dialog of the RMS Enterprise Transporter Setup Wizard, the RMS Update Manager
Configuration utility is launched automatically.

When upgrading from an earlier version of RMS Transporter, the configuration settings should be retained. However, it is
recommended that you review the RMS Configuration settings.

1. Verify that the information in both the RMS Server and Transporter Settings tabs is correct.
2. Click Save Transporter Setting to save changes. The dialog will indicate that the setting has been saved.

3. Close the RMS File Transfer Configuration utility.
Refer to the RMS Transporter Configuration section on page 9 for details on using the RMS Transporter Configuration tool.
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