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1 Overview

1.1 References

1.2 Scope

This document provides the publicly available means for controlling HiQnet
products. Included are the following:

HiQnet product architecture

All formatting of messages

Networkspecific information for implemented transports
Openloop and closed loop control methodologies

= =4 4 -4 -

Examples utilizing System Architect to facilitate message formation

Although examples are given using specific Devices, detailed documentation is
not providedor every HiQnet Device. Instead, methods of using System

Architect to glean that information are provided. It is assumed that readers are
familiar with System Architect, the basics of Ethernet networking, and RS232.
Note that it is not intended that thipdrty control Devices implement all of the
methods detailed in this document. It is assumed that in most cases only a subset
of these messages will be implemented. Some of the information presented is for
explanatory reasons only, such that a personidgso control a HiQnet Device

may understand the underlying behavior. Lastly, control of USB products is
beyond the scope of this document.

© HARMAN 19 February 2013
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2 HiQnet Product Architecture

It is important to have a basic knowledge of how HiQnet products are developed.
We envisage HiQnet as more than just a networking protocol. Our goal is to
develop a system solution for all Harman Pro networked products. To facilitate
that end, we have designed a common model or architecture for all products that
will be developed under Binet. This common product architecture is then
reflected as a messaging system that enables communication between products.
Finally, HiQnet also consists of reference designs on common physical networks.
The HiQnet messaging protocol was designed to Inspiat independent, it

requires only certain network services.

Node
Virtual Device (Node Manager) Virtual Device
Object ) Param

~

Param

The HiQnetproduct is moded with a multitiered approachr he top level that
usually represents the product itself is callddeaice.The Devicemust contain
at least oneVirtual Device, the first of which acts adeviceManager. Each
Virtual Device can contaiObjects and/or Paramete@bjects themselves can
contain other Objects dtarametes. AParametecontains the state afsingle
controllable variableBelow we will define each of these terms in detail.

At every level in the hierarchy there are also attributes. Attributes are member
variables that contain useful data about the containing Virtual Device, Object, or
Parameter. For instance, one Objetriitaite is the Object Name. In the case of
parameters, attributes are used to hold the parameter's max and min values.

Attributes can either be STATIC, Instance, or Instance+Dynamic. STATIC
attributes are the same value across all Devices that are the same
manufacturer/model. Attributes that are denoted Instance indicates that the Device
upon powerup sets the value of the attribute. Attributes that are denoted
Instance+Dynamic are those that are set on Instantiation and can change during
the life of the iten.

© HARMAN 19 February 2013
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Virtual Devices, Objects, and Parameters all have a unique Class ID and Class
Name. Either the Class Name or ID can be used to uniquely identify the HiQnet
item and allow the designer to know key information about the item. For example,
from the ClassD of an Object, the designer knows the number, type, and order of
Parameters in the object. From the Parameter Class ID, the designer knows the
data type and max/min.

It is important to note that there is no distinction in HiQnet between elements used
for signal processing such as a Parametric EQ, control elements such as a
mechanical fader, or sensor elements such as an output Bwvaterglobal items

such as passwords and MIDI channels can and should be put inside the basic
HiQnet model By viewing everyhing as gparameterObject, or Virtual Device,

the same mechanisms for subscriptions and control can be universally applied
across the product.

2.1 Device

Device designates the Device or product itself. Devices are comprised of Virtual
Devices.

2.2 Virtual Device

The Virtual Device is a collection of Objects, parameters and attributes that make
up a useful unit. They offer the designers a convenient method of segmenting the
product. As an example, if you examine the structure of the dbx 4800 in the
System Eplorer you will see that they have separated the product into two
sections, one for all the processing objects that can change with presets changes
and the other for the global utility section. At a glance it is very easy to
distinguish which parameterslibe affected by a preset change.

2.3 Virtual Device Attributes

All Virtual Devices have the following Attributes:

AttributelD Attribute Data Type
0 Class Name STRING Static
1 Name String STRING Instance + Dynamic

2.4 Device Manager Virtual Device

Everyproduct contains at least one Virtual Device, the Device Manager. Some
products such as the Crown UPS3 have been architected with only the Minimum
Device Manager Virtual Device.

© HARMAN 19 February 2013
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2.4.1.1 Device Manager Attributes

All Device managers Virtual Devices have tb#owing Attributes:

Attribute ID Attribute Data Type
0 Class Name STRING Static
1 Name String STRING Instance + Dynamic
2 Flags UWORD Instance
3 Serial Number BLOCK Instance
4 Software Version STRING Instance
2.5 Object

A HiQnet Objet is a collection of parameters grouped together for convenience.
An example would be an EQ object or compressor object. Objects can contain
other objects so for example a channel object could be comprised of a gain and an
EQ object.

2.6 Parameter

Within the HiQnet model, the smallest modifiable parameter in a product is held

within the parameter. Examples of parameters include the variables of an audio

object, like frequency and the position of a fader on a control surface. Simple

products like a wall contrldr may contain only several parameters, while others

such as a mixing console may contain hundreds of thousands. Typical operations

on parameters include 6setd6é a variable ar
setting the frequency of an EQ andtog a delay time for display.

The HiQnet protocol supports several different data types including Unsigned

Byte, Float, String, etc. It is important when you are sending a message to a

HiQnet Device that you use the appropriate data format.

2.6.1Parameter Attributes

Attribute ID  Attribute Name Data Type Category
0 Data Type See Definition Static
1 Name String STRING Instance+Dynamic
2 Minimum Value Data Type Instance
3 Maximum Value Data Type Instance
4 Cortrol Law Static
5 Flags UWORD Static
© HARMAN 19 February 2013
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2.6.1.1 Minimum Value

Mini mum Value is specified i n27téfore Par amet
an explanation on how to retrieve the minimum value of a parameter.

2.6.1.2 Maximum Value

MaximumVaue i s specified in the Parameter 6s
and STRING types, which will use a UWORD for its maximum. In the case of a

block, the maximum value specifies the maximum size that the variable length

block can be in bytes. In the caseaddtring, the maximum value also specifies

storage, which is twice the number of characters including the NULL because

strings are encoded with Unicode. See se@i@r6for an explanation on how to

retrieve the maximum value ofp@rameter.

2.6.1.3 Control Law

The processing object uses a control law to recommend how it would like to be
controlled. For example, a Parameter for frequency may want to be logarithmic, a
gain SV may want to be logarithmic with extra resolution around 0 dB.

If you have a Parameter that can take on any flogtmgt value between the
Minimum and Maximum, you still want to specify the control law to give a good
look and feel to the user. For example, in the case of a frequency variable, it is
often desirable thavhen the user turns an encoder or pushes the <up> control on
a spinner that the next value be logarithmically spaced from the previous value.

The control law may also be used to specify the granularity that a Parameter can
accept. For example, a gain &aeter may have a maximum resolution of .1 dB.

This control law is not needed in the case of an enumerated Parameter, as all steps
are known.
2.6.1.4 Flags
Bits 0, 2, and 3 are reserved. Bit 1 is the Sensor Attribute.
0 = NonSensor
1 = Sensor

This attribute isused in subscriptions to automatically set the type of subscription
to periodic or on change. Examples of sensor Parameters include output meters,
threshold meters, or power amp temperature -dgsor Parameters are things

like frequency or MIDI channel.

© HARMAN 19 February 2013
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2.7 HiQnet Addressing

HiQnet Addressing

HiQnet
Devices

Address
16 bits

\V/D) _
Address Object Address
8 Bits 24 Bits

Parameter

Index
16 Bits

Addressing in HiQnet is split up into three main sections, a 16 bit HiQnet Device
address, a 32 bit field that designates the Virtual Device and Object and finally a

parameter Address that designates theecbparameter within the Object. The

System Explorer in System Architect always shows any of these addresses with a

trailing number enclosed in o6[ ]6©6.

© HARMAN 19 February 2013
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2.7.1HiQnet Device Address

The HiQnet Device address is often referred to as the HiQnet address in System
Architect. In the below example, the three Devices are addressed 1, 2 and 3.
These addresses are shown in the System Explorer and the Venue View.

Custom Panels Tools

wE= 2 B
=t 1| —a AVB —
DCrraw Add Associgte  Route Ethernet Us=e
Venue | Devices | Amplifiers AVE Tablet

System Explorer

2 DriveRack 4800

WPy

3 CTs 4200USP/CN

© HARMAN 19 February 2013
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2.7.2Virtual Device Address

The Virtual Device and Object Addresses comprise a 32 bit number, segmented

into aneight bit Virtual Device and a 24 bit Object address. Using the dbx 4800

as an example, you see that the default configuration shows three Virtual Devices,

the Device Manager (Shown with the Device
Processing Object Virtual Devsc( s hown wi th the preset name
and the Utilities Virtual Device. These have the Virtual Device Addresses of O, 1,

and 2 respectively.

Custom Panels Tools

Y E = [

Drraw Add Associate  Route Ethernet Use
Venue | Devices | Amplifiers AVB Tablet

System Explorer

-
Pl db: DriveRack 4300 [1]

[ i | 00 [0]

3 CTs 4200USF/CN

© HARMAN 19 February 2013
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2.7.30Dbject Address

The Object Address in the System explorer is broken into its threelgight

sections. For example, the first Input Mixer Object in the DriveRack 4800 is
addressed [3.2.0]. The second mixer is addressed [3.2.1]. The Object Address will
be unique within thaVirtual Device.

Device Custom Panels Teols
% E B X @ e
—E | e AVE — Copr || = 3] Redo
Draw Add | Associate Route Ethernet  Use Delete || Select _.‘ ) Aligr
Venue | Devices  Amplifiers AVB Tablet | Paste Al ma find

il Mono GEG [4.3.0 3 CTs 4200USP/CN

The fully qualified 48 bit address of the first mixer then is
[3(Device).0(VD).3.2.0(Object)]

2.7.4Source & Destination Addresses in Messages

Some messages are specific as to the
from or can be sent to. An example is cledréne SetAttribute message may be
sent by a Device Manager Virtual Device, a Virtual Device or an Object. This
asymmetry in permisBie Source and Destination addresses is documented using
the following convention:

60 DE VI CE dis a placeholder for any Device Address.
6VvVD©6 is a placeholder for any Virtual Device Address.
6 OB J E CT bis a placeholder for any Object Address.

© HARMAN 19 February 2013
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2.7.5Parameter Index

The Parameter Index uniquely identifies the parameter within an Object.
Continuing with the example 4800, you will see that the Input Mixer has four
parameters: Source Select[0], Input Gain[1], Pink Noise On/Off[2], and Pink
Noise Gain[3].

Custom Panels Tools

S — . & G| | ammmmE
r — o e Cut

m F.H AVE — Copy || sm==es
Draw Add Associate  Route Ethernet Use Delete :
Venue @ Devices | Amplifiers AVE Tablet f Paste Al

2 DriveRack 4800

3 CTs 4200USP{CN

B Input
E:E' Inpuk
ﬁ' Inpuk

2.7.6Parameter Range

The range of a parameter can be foumthe SetSV message string that is
copied to the ghboardl n t he Hi Qnet String Settings
Placeholder for Parameter Value s houl d be e®B)aRighted (see s
cickon a contr ol on aHiQretParametrntdiogc hoose AC
Paste in to a program such as notepad to find the SetSV message string and

which includes the range of the parameter

02,19,00,00,00,22,00,33,00,00,00,00,00,01,11,06,11,00,01,
00,00,20,05,00,00,00,01,00,01,06,[Float (20 -
20000)]:XX, XX, XX, XX

The value where the XX6s are are where

© HARMAN 19 February 2013
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2.8 Alternate methods of finding a HiQnet address.

Sometimes it cabe difficult to find exactly the correct parameter you need
within the System Explorer. There are two other good ways to find the addresses
you need.

2.8.1Copy HiQnet Information

The simplest method to find the HiQnet address of an object is to locate the

objectonapanel,right | i ck the object, and choose 0
I nformationo. The f iclgkucondextmentwhenas hows t h
PEQ is rightclicked on an dbx SC 32.

J 7L Copy HiQnet Information

You can then paste the HiQnet Information in to a program like Notepad
which will give you

Name(type of object): 6 - band PEQ
Node: (Hex):0x01, (Decimal):1

VD: (Hex):0x11, (Decimal):17

ObjectID: (Hex):0x061100, (Decimal):6.17.0

This provides you with the node address, virtual device address, and object
address. Combined these gixau the overall HiQnet address of the object.

© HARMAN 19 February 2013
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2.8.2Finding an Address using the Custom Panels and the
Properties Window

The simplest way to find an address when
parameter you want to control on a factory panel and then diag tustom

panel. In this example, to get the address for a gain in the input module of the

Crown 4200.

© HARMAN 19 February 2013
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1) Start a new custom panel by going to the Custom Panel tab and selecting
ACreateo

= Systemn Architect

Custom Panels

e aE| e

Controls  Containers Graphics  Graphs

Il

Create | Create Tablel Current
Create a new Custom Panel and begin editing

Align Size Space Order

[l Panel 1

Input 1

S s

© HARMAN 19 February 2013
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2) Now open the Channel 1 Source selector factory panel.

System Architect - New Venue*

= ] % || = - o B [ import = @ 1% Readdress All Co
's 4 : @ Eg (2 Y
|- ’ [ Export 4 ¥2 Readdress Select
Controls Containers Graphics Graphs Align Size Space Order Create Create Tablet —. Current  Launch/Manage Parameter
Panel = | Create Shortcut - Search

@ 3 - CTs 42000U8P/CN

File Edit View Panel Tools Help

) ereser [1: preset 1 AN tnput’ § ON trpot
©

iNPUT ouTPuUT T
1234 1234 e 3CTs 4
VOO0 CLFOO0O  oUnce.con s

200USP/CN Channel 1 Source Selector
1 —

)}

| Channel 1

=

CHANNEL LABEL Channel Input
=S o

Channel Source Select '

Analog ¥ INPUT MODE

Analog Input 1 ¥ ANALOG SOURCE

CobraNet Input 1 ¥ DIGITAL SOURCE

© HARMAN 19 February 2013
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down the <Control> key, dr a

3) Nexthol di ng
new custom panel

© B

Home Device Custom Panels

LI -

Controls  Containers Graphics  Graphs Align

Ty e R [ r II"I'I "+
—t l-1.1'. L ] Er@ = F2] Export

Size Space Order Create  Create Tablet
- Panel EF] Create st

Systern Explorer
.

Bl

]Panel 1

© HARMAN 19 February 2013
Page200f 91



HiQnet Third Party Programmer Documentation

HARMAN

4) Right Click on the Control to access the Parameter Address Editor

0

B~

System Architect - New Ven

Home Device

/ Venué)‘ ic Editing: Panel 1

Creatio

I - @ B o @ ©

° L L 3] [ Export

Controls Containers Graphics Graphs Create Create Tablet Current  Launch/Mar
. . - N Panel FE] Create Shortcut .

ElPanel 1

/:| Parameter Address Edito

r

Device

Search: I

—Object

Search: I

Address | Type

| Device

1 dbw DriveRack_...
dbx DriveRack_...
Crown CTs Four ..

CriveRack 4800
DrriveRack 4800
CTs 4200U5P/CN

Object
Input 1
Input 2
Input 3

Input 4

Maono GEQ

Maono GEQ

Maono GEQ

Maono GEQ

Mono 9 Band PEQ
Mono 3 Band PEQ

5) The full address is now visible in the Parameter Address Window. In this
example, this is HiQnet Addre8s Virtual Device 0, Object Address
[5.40.1] and Parameter Index O.

System Architect - New Venue™

IERNE - N T oo N el = = BT

Controls Centainers Graphics Graphs Create Create Tablet

Panel

Current  Launch/Manage Parameter

[EF] Creste Shorteut

[ Device [ Object [ Parameter
= O Search: I Search: I Search: I
® c

Address | Type | Device Object | Addiess | A Mame [Addiess]

1 dbr DriveRack_... DiiveRack 4800 Input 1 320 Source Select [0]

2 dbw DriveRack_... DriveRack 4800 Input 2 321 = Input Gain [1]

3 Crown CTs Faur CTs 4200U5P/CN Input 3 3zz2 || Pink Maoize On/0f [2]
Input 4 323 Pink Moise Gain [3]
Mono GEQ 430
Mono GEQ 431
Mono GEQ 432
Mono GEQ 433
Mono 9 Band PEQ 1240
Mono 3 Band PEQ 1241
Mono 3 Band PEQ 1242
Mono 3 Band PEQ) 1243
Mono Noise Gate 16562
Mano Haise Gate 1653
Mono Comp 2460
Mono Comp 2461 1,
MomoF... anea

<] | @) ]Ke (sl
Aidd Remove
Addiess Tupe Mame Objectdddress Object Parameterd ParameterName
P 3 Crown CTs Fawr C CTs 4200U5P/CH ‘ 3121 | Ch1 Router 8 |nput Fader
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3 HiQnet Message Format

The following section lists the detailed message formats for the common HiQnet
messages. See section 3.4.1 for an explanation of the datatypes and how they are
stared.

3.1 Header

This is the common header for HiQnet messages. The first field is for HiQnet
message version. The current HiQnet version is 0x02, please use this as the

(FLAGS=0

default.
VERSION UBYTE 0x02
HEADER LENGTH | UBYTE OxXX
MESSAGE LENGTH | ULONG OXXXXXXXXX
SOURCE ADDRESS | HIQNETADDR OXDEVICEVDOBJECT
DEST. ADDRESS HIQNETADDR OXDEVICEVDOBJECT
MESSAGE ID UWORD OXXXXX
FLAGS UWORD 0x0000
HOP COUNT UBYTE 0x01
SEQUENCE NUMBEH UWORD 0x0001
Optional O6Errordé header (FLAGS=0x0008):
ERROR CODE UWORD 0x02
ERROBTRING STRING G¢KS 9NNBN) aSaa
OptionadarétMulhteader (FLAGS=0x0040) :
START SEQ. NO. UWORD 0x02
BYTES REMAINING ULONG OXXXXXXXXX
Optional O0Session Numberd header
SESSION NUMBER UWORD OXXXXX
© HARMAN 19 February 2013
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When using multiple headextensions in a single packet they must be added to
the end of the header in the same order as they are listed above.

A Device will send an error header back as a reply to a received message with a
header extension it does not understand. Older Devicestdpport sessions,

for example. Some newer Devices require sessions always. Other Devices will
support sessions, but allow sessiess communication. So always start a session
with a Hello(Query) with a session number, and if the Device replies with a
Hello(Error) header, then proceed with sesdess communication with that

Device.

1 If an error message is returned in response to a Hello message, a
MultiParamGet(NumParams=0) message will be used for backward
compatibility in order to start Keep Alives.

M See thesessions section

Messages may originate from anywhere in the hierarchy
OXDEVICEVDOBJECT.

3.1.1Version

The Version Number indicates the revision number of the entire protocahai is
used for differentiating between revisions of individual messages. HiQnet is
currently at revision 2. Devices that communicate with HiQnet version 1.0
include the dbx ZonePro family. All others use version 2.0.

3.1.2Header Length

The Header Length is the sizebytes of the entire message header, including any
additional headers such as 'Error' or ‘Mpirt'.

3.1.3Message Length

The Message Length is the size in bytes of the entire mesfkagethe
6Versiondé field through to the |l ast byte

3.1.4Source Address

The Source Address specifies the HiQnet address where the message has come
from; this is often used by the recipient for sending back reply messages.

3.1.5Destination Address

The Destination Address specifies where the message is to be delivered to.

© HARMAN 19 February 2013
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3.1.6Message ID

The Message ID is a unique identifier that indicates the method that the

destination Device must perform. If there is a payload, it is usually specific to the
type of method indicated by the Message ID. Progpectific IDs may also exist

and will be documented appropriately.

3.1.7Flags

The FI
allocated in the following manner:

ags

denot e

what

K i

nds

of options

Bit 15:

Reserved

Bit 14:

Reserved

Bit 13:

Reserved

Bit 12:

Reserved

Bit 11:

Reserved

Bit 10:

Reserved

Bit 9:

Reserved

Bit 8:

Session

Number

(header
extension)

Bit 7:

Reserved

Bit 6:

Multi-part
message
(header
extension)

Bit 5:

Guaranteed

Bit 4:

Reserved

Bit 3:

Error
(header
extension)

Bit 2:

Information

Bit 1:

Acknowledge-
ment

Bit O:

Request
Acknowledge-
ment

Bit 5 must be set for any applications using TCP/IP only on the network

interface.This will ensure that any messages are sent guaranteed (TCP rather

than UDP).

3.1.8Hop Count

The Hop Count denotes the number of network hops that a message has traversed
and is used to stop broadcast loops. This field should generally be defaulted to

0x05.

3.1.9Sequence Number

The Sequence number is used to uniquely identify each HiQnet message leaving a
Device. This is primarily used for diagnostic purposes. The sequence number
starts at 0 on powarp and increments for each successive message the Routing
Layer seds to the Packet Layer. The Sequence Number rolls over at the top of its

range.

3.2 Types of Messages

3.2.1Request Acknowledgement Message

The RegAcHKlag is used to provide a message level service that can be used by
the sender to know when the recipient of the message has carried out the specified
action. When the message sender sets the RegAck flag, the message recipient,
upon performing the speadd action, will send back the same message to the

sender with the RegAck flag cleared and the Ack flag set. This provides a
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valuable mechanism because the Ack is not sent upon receipt of the message
which would mean il h av ebyseadingthevAekd your r
upon performing the action this |iteral!l
message had any data in its payload, that data is not sent back with the

acknowledge message. This mechanism can be used to key actions such as the

sendimg of the next message only once the recipient has serviced the first

message.

€
y

3.2.2Acknowledge Message Flag

As specified above, a message with the Ack bit set means | have performed the
requested action.

3.2.3Information Message Flag

The Information flag is normallysed to denote a response to a request. Instead of
defining a new message ID for the reply to each request, we have decided to
encode the reply ID using the Information flag. For example, the response to a
Get message is also a Get with the Informatiag flet and the corresponding data
appended in the payload. Note that the Information and Ack flags may be used
together. If you receive a Get message with the ReqAck flag set, then your
response would be a Get with the Ack and Information flags sent gnd an
corresponding payload appended to the end.

The Info flag is also used to indicate unsolicited informational messages (a
message that is neither a request nor a response to a request). Again, the
Information flag simply means the messageasa request

3.2.4Error Message Flag

I n the case of an error in a received mes
error code and error string appended to the end of the message header. The
original message is then returned to the sender.

3.2.5Guaranteed Message Flag

When set, the O6guar ant raustdedranbniittecgona ndi cat es
network service with guaranteed delivery. A cleared flag denotes a preference for

the message to be sent via an unreliable, datagram service. In this latter case, the

Routing Layer may in some circumstances (such as proxy) choose to send the

message via the guaranteed service instead.

171 Guaranteed
071 Unreliable datagram
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3.2.6Multi-part Message Flag

When set, this flag indicates the message is part of apauttimessage sequence
and the message header i s @xatremddeacallyert he

17 Multi-part message
07 Singlepart message

Many Devices will not be able to send a single message large enough to contain
all the data they wish to transmit (such as theadet required for a preset

change). For this reason, we provide a means of sendingpattitnessages

where the payload is spread over a number of messages, which together form all
the data required for a single method.

The algorithm for multpartmessages is as follows:
1. Preparing the first mukpart message header
a) Set -paet 6MUIl & 0.
b) Copy the 6Sequence Number 6 to the 6
c) Set OByg&st Relmaihhe data outstandin
- this is the totatize of the payload, not including headers
d) Transmit the first message.
2. Preparing the remaining mufiart message headers
a) Set -paet 6MUIl &0.
b) Set the O6Start Sequenepatnédssagh t o t ha
c) Set 'Bytes Bmainng' to be the data outstanding, including this data.
- does not include the previoogessagepayloadsizes

d) Transmit the current message. This is the last message when 'Bytes
Remaining' is equal to this message's payload.

Destination knows whenthalst message i s being received
Remainingdé i n t hpartheadsristhmsaseas theesizesoftheu | t i
payload in the last message.
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3.3 Device Level Methods

METHOD NAME MESSAGE ID PURPOSE

GetAttributes 0x010D DS a Wy QaluksifrainmN@bjealz
or VD

GetVDList Ox011A Gets list of Virtual Devices in a Devic

Store 0x0124 Stores local performance data

Recall 0x0125 Recalls local or venugide
performance data

Locate 0x0129 Requests a Device to identify itself tq
the customer

3.3.1Get Attributes

VERSION UBYTE 0x02

HEADER LENGTH UBYTE 0x19

MESSAGE LENGTH ULONG OXNNNNNNNN
SOURCE ADDRESS HIQNETADDR OxDEVICEVDOBJECT
DEST. ADDRESS HIQNETADDR OxDEVICEVDOBJECT
MESSAGE ID UWORD 0x010D

FLAGS UWORD

HOP COUNT UBYTE

SEQUENCE NUMBER UWORD

tlhet2FRX

NoOfAttributes UWORD 0x0003

AID UWORD 0x0000

AID UWORD 0x0001

AID UWORD 0x0002

INFORMATION (response to message)

VERSION UBYTE 0x02
HEADER LENGTH UBYTE 0x19
MESSAGE LENGTH ULONG OXNNNNNNNN
SOURCE ADDRESS HIQNETADDR | OXDEVICEVDOBJECT
DEST. ADDRESS HIQNETADDR | OXDEVICEVDOBJECT
MESSAGE ID UWORD 0x010D
FLAGS UWORD
© HARMAN 19 February 2013

Page270f91



HiQnet Third Party Programmer Documentation

HARMAN
HOP COUNT UBYTE
SEQUENCE NUMBER UWORD
tlFef2FRX
NoOfAttributes UWORD 0x0003
AID UWORD Zerobased Attribute ID (AID)
Data type UBYTE Enumerated Datdype of Attribute
Value Wb Q o & { Value of Attribute
AID UWORD Zerobased Attribute ID (AID)
Data type UBYTE Enumerated Data Type of Attribute
Value Wb Q o & { Value of Attribute
AID UWORD Zerobased Attribute ID (AID)
Data type UBYTE Enumerated Datdype of Attribute
Value Wh Q 6 & ( Value of Attribute
3.3.2GetVDList
VERSION UBYTE 0x02
HEADER LENGTH UBYTE 0x19
MESSAGE LENGTH ULONG OXNNNNNNNN
SOURCE ADDRESS HIQNETADDR | OxDEVICEVDOBJECT
DEST. ADDRESS HIQNETADDR | OxFFFFO0000000
MESSAGE ID UWORD 0Ox011A
FLAGS UWORD
HOP COUNT UBYTE
SEQUENCE NUMBER UWORD
theft2lFRX
Workgroup Path STRING Workgroup asked to respond
INFORMATION (response):
VERSION UBYTE 0x02
HEADER LENGTH UBYTE 0x19
MESSAGE LENGTH ULONG OXNNNNNNNN
SOURCE ADDRESS HIQNETADDR | OxDEVICE00000000
DEST. ADDRESS HIQNETADDR | OXxDEVICEVDOBJECT
MESSAGE ID UWORD Ox011A
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FLAGS UWORD
HOP COUNT UBYTE
SEQUENCE NUMBER UWORD
th&t2FRX
Workgroup Path STRING Workgroup that is replying
NumVDs UWORD 0x0004
VDAddress UBYTE 0
VDClassID UWORD Class Of Device Manager
VDAddress UBYTE
VDClassID UWORD
VDAddress UBYTE
VDClassID UWORD
VDAddress UBYTE
VDClassID UWORD
3.3.3Store

The Store method saves various types of performance data intmiatite local
storage such as FLASH.

UBYTE ubyStoreAction
UWORD uwStoreNumber
STRING strWorkgroup
UBYTE ubyScope

The 6Store Actionb6 determines the type of

01 Parameters (parameters only)

17 Subscriptions (Subscriptions only)

21 Scenes (1 to N PARAM +Subscriptions)
31 Snapshots (All PARAMs + Subscriptions)
47 Presets (Config + Snapshot)

571 Venue

The uwStoreNumber parameter identifies a local storage space and undergoes no
translation or mapping to another value.

The strWorkgroup parametes not used and should be set to 0.
The ubyScope parameter is reserved for future definition.

Devices that are unable to perform the store operation will return an error.

© HARMAN 19 February 2013
Page290f 91



HiQnet Third Party Programmer Documentation

HARMAN

The Store(info) message allow®aviceto indicate to a subscribddevicethat a
storage location has been modifidthe source of the data stored into rhvatatile
storage is not inferredrhe payload indicates the storage location that has been
modified.

Store(info) allows synchronization between multiple System Architects
subscribed to devicewhenever a change in the configuration state occurs.

VERSION UBYTE 0x02

HEADER LENGTH UBYTE 0x19

MESSAGE LENGTH ULONG OXNNNNNNNN

SOURCE ADDRESS HIQNETADDR | OXxDEVICEVDOBJECT

DEST. ADDRESS HIQNETADDR | OXDEVICEVD000000

MESSAGE ID UWORD 0x0124

FLAGS UWORD

HOP COUNT UBYTE

SEQUENCE NUMBER UWORD

th&t2FRX

Store Action UBYTE

Store Number UWORD

Workgroup Path STRING Not Usedq Set Length to 0.

Scope UBYTE Reserved for Automation

INFORMATION:

VERSION UBYTE 0x02

HEADERENGTH UBYTE 0x19

MESSAGE LENGTH ULONG OXNNNNNNNN

SOURCE ADDRESS HIQNETADDR | OXxDEVICEVDOBJECT

DEST. ADDRESS HIQNETADDR | OXDEVICEVD000000

MESSAGE ID UWORD 0x0124

FLAGS UWORD

HOP COUNT UBYTE

SEQUENCE NUMBER UWORD

tlhef2FRX

Store Action UBYTE

Store Number UWORD

Workgroup Path STRING Not Usedg Set Length to 0.

Scope UBYTE Reserved for Automation
© HARMAN 19 February 2013
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3.3.4Recall

Activates various kinds of performance data.

VERSION UBYTE 0x02

HEADER LENGTH UBYTE 0x19

MESSAGE LENGTH ULONG OXNNNNNNNN
SOURCEDDRESS HIQNETADDR | OXDEVICEVDOBJECT
DEST. ADDRESS HIQNETADDR | OXxDEVICEVD000000
MESSAGE ID UWORD 0x0125

FLAGS UWORD

HOP COUNT UBYTE

SEQUENCE NUMBER UWORD

th&t2FRX

Recall Action UBYTE

Recall Number UWORD

Workgroup Path STRING Workgroup doindgRecall Venue
Scope UBYTE Reserved for Automation

3.3.5Recall Action Determines Type of Data Affected
Recall Action
07 Parameters (parameters only)
17 Subscriptions  (Subscriptions only)

21 Scenes (1 to N PARAM + Subscriptions)
31 Snapshots (Al PARAMS + Subscriptions)
47 Presets (Config + Snapshot)

51 Venue

For actions 0 to RecallNumber identifies a local storage space and undergoes
no translation or mapping to another value.

For action 5RecallNu mb e r identifies a 6venue recalll

Devicet r ansl ates into a 61l ocal reeall o6

The Venue Table for Devices can be examined and modified through System
Architect. See the Tools/Venue Recall buttortlmaribbon.

SomeDevics are not required to do anythi
these may enter the enumerated value

TheWorkgroupPathindicates whiclDevicesaret o r espond to a
Devices that areutside of the specified workgroup will take no action. For all
other recall actions this parameter is not used and should be set to O.
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The Scope parameter is reserved for future definition.

Devices that are unable to perform the requested recaltetilin an errorSee
theEvent Log sectioffor the format of the Event Log Subscription Information
message that is sent from Devices when an errors occur.

3.3.6Locate
The o0l ocatebd6 method regekbtévibeibbl ebetoet
customer by flashing its o6Locate LEDs©OG. I

the hardwarepanel of the product.

The locate method is compulsory deviceManager Virtual Devices. Virtual
Devices and Objects may optionallyodtse to support it.

The method has a single parameter:

UWORD uwTime - Locate time in milliseconds

0x0000i Turn off locate LEDs
OXFFFFE- Turn on locate LEDs.

Time periods between 0x0001 and OXFFFE indicate a period of time during which
the locate LEDsnust flash. After the time period is completed the LEDs must be
turned off.

The |l ocate method will flash the LEDs at
signal to be differentiated from prodegpecific flashes which may be active
the same LED (soeproducts only have one LED).

3.3.7Locate Message

VERSION UBYTE 0x02
HEADER LENGTH UBYTE OxXX
MESSAGE LENGTH ULONG OXXXXXXXXX
SRC HIQNETADDR | OXDEVICEVDOBJECT
DEST HIQNETADDR | OXDEVICEVDOBJECT
MESSAGE ID UWORD 0x0129
FLAGS UWORD
HOP COUNT UBYTE
SEQUENCE NUMBER UWORD
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th&f2FRX

Time

UWORD

Locate time in milliseconds

HiQnet Serial Number

BLOCK

Serial number of Device to be located

3.4 Event Log

Each HiQnet Device has an Event Log. Items reported into the Event Log such as

protocol errors or produdpecific errors can be transmitted onto the network. If
you subscribe to Devide o d&@est Log and Devicbar sendgoo a malformed
packet, because you are subscribefd to d=@est Log,foowill send you an event
log message telling you it has received a bad message from Davice

3.4.1Event Log Data

3.4.1.1 Category
Category identifies a sedystem within the product into whichsaxiated Event

IDs are grouped. There may be no more than 32 event categories, those already

declared as are follows:

oh]
17
217
31
4i
5
61
71
81
9i

Unassigned
Application
Configuration
Audio Network
Control Network
Vendor Network
Startup

DSP
Miscellaneous
Control Logic

107 Foreign Protocol
117 Digital /0
127 Unassigned

137 Unassigned

1471 Control Surface
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157 31 Unassigned

The Category is representedsimme messages by an enumer&téddORD and in
others as a ULONG biteld.

3.4.1.2 Event ID

TheEvent ID identifies the actual event that triggered a log entry. These are held
within a zero based enumeration with the range of a UWORD. The Event ID may
be 6overl oadedd across event categori es;
may mResiceStéartedd within one Category and

The Event ID range is divided into two sections:
0x0000i Ox7FFFA Global Event IDs common across all products
0x80001 OXFFFFA Custom Event IDs specific toleviceManager Class ID

3.4.1.3 Event ID Definitions
The Global Event IDs for each category are given below:

Control Network Event IDs
Event ID Possible causes

0x0001¢ Invalid Version The version number in the HiQnet header is unknoy

The header length specified the packet is wrong.
0x0002¢ Invalid Length There are not enough bytes in packet payload to ho
message type.

Tried to Create VD on an invalid VD.

0x0003¢ Invalid Virtual Device Set/Get/Subscribe/Attributes referenced an invalid
VD.

0x0004c Invalid Object Set/Get/Subscripbn referenced an invalid object.

) Set/Get/Subscribe/Attributes referenced an invalid

0x0005¢ Invalid Parameter Parameter.

0x0006¢ Invalid Message 1D Received a message with an unknown Message ID
Tried to set an attribute with &alue that is out of
range.

0x0007¢ Invalid Value Referenced an invalid scene number, or encountere

'y Ay@rfAR a0SyS aRIGLF £
Referenced an invalid preset number.
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Running out of internal software resources.

Device is in a state where itrmaot process the
0x0008¢ Resource Unavailable current request (flashing, configuration, etc).
Cannot set Device ID, subscription, Parameter valu
or the configuration is locked.

Received a message that is considered obsolete.
Trying to flash a Device that doest support flashing.
Trying to add unsupported or invalid (to long)
attribute types.

0x000A¢ Invalid Virtual Device Class| Referenced an invalid VD Class.

0x0009¢ Unsupported

0x000Bc Invalid Object Class Referenced an invalid Object Class.
0x000C Invalid Paramete€lass Referenced an invalid Parameter Class.
0x000Dc Invalid Attribute 1D Get/Set referenced an invalid Attribute ID.
0x000EK; Invalid DataType Set referenced an invalid data type (class).

Began creating a new VD and nefiaished.

Lost connection while creating a new VD.

_ _ _ ¢CNBEAY3I G2 O2yFAIdNNBE || 5
0x000F Invalid Configuration different Device.

An error was encountered during the requested flas
operation.

Another Device has requested a guaranteed delive
0x0011¢ Not a Router connection through this Device to a third Device, an
this Device is not a router.

0x0010¢ Flash Error

3.4.2Requesting Event Log Client Subscriptions

A client requests an event log subscription by sending a
SubscribeEventLdgrror! Reference source not found.messagto theDevice
ManagetVirtual Deviceof the Deviceit is interested in receiving events from.
The O0Cat eg o regwhich dategerredof aventthie cliant wishes to hear
about

The category is a field of type ULONG,
no action (it does not mean unsubscribe). Each category is represented by a bit in
the ULONG. The same client maybscribe multiple times to the saievice

The server receiving the SubscribeEventLog message will perform an OR

operation on the current filter settings and the ones in the message payload; the
result will be the actual categories subscribed to:

Current Filter Settings: 00000000000000000000000100010011
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Payload Filters: 00000000000000010000001000010000
Resulting Subscription: 00000000000000010000001100010011

The 6Max Data Sized allows the client a c
dam 6 sent to it as part of an event | og er
ensure this data is not larger than the figure specified by the client.

3.4.2.1 Sending Subscribed Events

Once an event log subscription is activated, the server will send theaclien
RequestLoglnfo(l) message. Typically, there will be one message per event, but
the server is able to package multiple events per message and so the client must
be able to handle a message containing multiple events

3.4.2.2 Cancelling Client Subscriptions

A client may cancel a category of event log subscription by sending the server a
"Unsubscribe Event Log"message The o6 Categoryd in the pay
category of events the client is unsubscribing from; this may be a satgligocy

or multiple categoes.

Event Log subscriptions, along with all other types of subscriptions, are
automatically cancelled if you send the Device a Goodbye message.

A 616 bit represents O6unsubscribed, a 06006
For example:

Current Filter Settings: 00000000000000010000001100010011

Payload Filters: 00000000000000000000000000000011

Resulting Subscription: ~ 00000000000000010000001100010000

3.4.2.3 Protocol Errors

A Protocol error is a special kind of event which occursmé Device receives a
HiQnet messge it cannot service. This may be for any number of reasons but
usually because the message is incorrectly formatted, addressed to the wrong
destination, or comins out of range parametata. All HiQnetDevices must be
able to generate and handle em@ssages.

The error must be reported back te thessage sender by returningi®net

0er r or O0Thenerrersnasgage dams both an error code and a network
byte-ordered Unicodstringrepresentation of the error which may be used by a
technician fordiagnosing the fault. The protocol error codes which may be used
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in the message are the same as the Event
Net wor kdé categor ysesidn t he Event Logging

Unlike event logging, when a protocol error occurs, the error megsalyeays
returned to the sender, regardless of any event log settings.

3.4.2.4 Subscribe Event Log Messages

VERSION UBYTE 0x02
HEADER LENGTH UBYTE 0x19
MESSAGE LENGTH ULONG OXNNNNNNNN
SOURCE ADDRESS HIQNETADDR | OXDEVICEVDOBJECT
DEST. ADDRESS HIQNETADDR | OXDEVICEVDOBJECT
MESSAGE ID UWORD 0x0115
FLAGS UWORD
HOP COUNT UBYTE
SEQUENCE NUMBER UWORD
th&t2FRX
Max Data Size UWORD alE aAl S 2F W! RRA
RequestEventLog(hessage
Category Filter ULONG
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3.4.2.5 Unsubscribe Event Log

VERSION UBYTE 0x02
HEADER LENGTH UBYTE 0x19
MESSAGE LENGTH ULONG OXNNNNNNNN
SOURCE ADDRESS HIQNETADDR | OXDEVICEVDOBJECT
DEST. ADDRESS HIQNETADDR | OXDEVICEVDOBJECT
MESSAGE ID UWORD 0x012B
FLAGS UWORD
HOP COUNT UBYTE
SEQUENCE NUMBER UWORD
thef2lFRX
Category ULONG

3.4.3Request Event Log
VERSION UBYTE ox@
HEADER LENGTH UBYTE 0x19
MESSAGE LENGTH ULONG OXNNNNNNNN
SOURCE ADDRESS HIQNETADDR | OXDEVICEVDOBJECT
DEST. ADDRESS HIQNETADDR | OXDEVICE00000000
MESSAGE ID UWORD 0x012C
FLAGS UWORD
HOP COUNT UBYTE
SEQUENCE NUMBER UWORD

tlefz2FRX
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3.4.4Request Event Log INFORMATION (response):

VERSION UBYTE (0)'(0%

HEADER LENGTH UBYTE 0x19

MESSAGE LENGTH ULONG OXNNNNNNNN

SOURCE ADDRESS HIQNETADDR | OXDEVICEVDOBJECT

DEST. ADDRESS HIQNETADDR | OXDEVICEO0000000

MESSAGE ID UWORD 0x012C

FLAGS UWORD

HOP COUNT UBYTE

SEQUENCE NUMBER UWORD

theft2lFRX

No Of Entries UWORD Number of entries in log

Category UWORD Enumerated Category event falls in
Event ID UWORD Enumerated ID of this event
Priority UBYTE 3 enumerated priority levels
Sequence Number ULONG Incrementing event instance counter
Time STRING HH:MM:SS

Date STRING YEARMO-DA

Information STRING Description of event

Additional Data BLOCK Application specific extra data
Category UWORD Enumerated Category event falls in
Event ID UWORD Enumerated ID of this event
Priority UBYTE 3 enumerated priority levels
Sequence Number ULONG Incrementing event instance counter
Time STRING 23:16:23

Date STRING 200412-15

Information STRING Description of event

Additional Data BLOCK Application specific extra data

3.4.4.1 Priority

The Priority field allows events in the Event Log to be assigned one of three
levels of importance, these are enumerated as follows:

0 - Fault
1 - Warning
2 - Information
The Priority is represented by a UBYTE.
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3.4.4.2 Sequence Number

The Sequence Number denotes the order that events occurred in. This field is
important for products that do not have a real time clock with which to generate
the time and date fields dfe event log. The sequence number starts at O the first
time the unit is powered on and continues to increment by one for each generated
event The sequence number must be preserved irvotatile storage so that it
persists across power cycles dinchware upgrades.

The Sequence Number is a ULONG.

3.4.4.3 Time

Time represents when the event was generated and logged. The format is 24 hour
clock, with two digits for hours, minutes & seconds separated by a colon For
example:

17:25:47
The Time is transportedaithe STRING datéype.

3.4.4.4 Date

Date represents the day the event was generated and logged. The format is year,
month & day separated by hyphens. For example:

200412-13
The Date is transported via the STRING eigfze.

3.4.4.5 Information

This is a string giving angdditional information about the event. The datae is
STRING.

3.4.4.6 Additional Data

Additional Data is a BLOCK field for events which carry evepécific data.

This could for example, be a copy of a HiQnet message which when processed
triggered an internadrror within aDevice The format and purpose of the data
may also be everspecific, it is not required that the recipient should necessarily
be able to understand or want to use the extra data.

The maximum size of this data is a decision left opendgtbduct designer.
However, the product must be able to truncate the data to the maximum size
requested by a client that subscribed to the event log.

If an event does not carry additional data then the length of the BLOCK must be
setto 0.
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3.5 Introduction to Parameters

3.5.1Data Type Definition

A small set of data types are used in HiQnet to represent parameter values. All
parameters must use one of the following data types:

Name Y/ Q 5S0f Range Bytes =
eratio
n
BYTE Char -128 to 127 1 0
UBYTE unsigned char 0 to 255 1 1
WORD Short -32768 to 32767 2 2
UWORD unsigned short 0 to 65535 2 3
LONG Long -2147,483648 tog 4 4
2147,483647
ULONG unsigned long 0to 4,294,967,926 4 5
FLOAT32 Float As IEEE54 4 6
FLOAT64 Double As IEEE54 8
BLOCK N/A 0 to 65535 bytes N/A 8
STRING N/A 0 to 32767 chars N/A 9
LONG64 N/A Very Big 8 10
ULONG6 N/A Huge 8 11

The format for BLOCK is a variable length of memory that may be used for any
kind of data. The first two bytes are a UWORD that contains the size of the block
in bytes not including the UWORD itself. The maximum size of the BLOCK is
constrained to 65536 tBs. Because blocks can be used to represent any kind of
structured data, it is assumed that the sending and receiving sides know how to
format the data.

Strings are Unicode and stored using the String data type. Like BLOCK, the
actual string data is piired with a UWORD count indicating the length of the
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string in bytes. Strings sent over the network are to include the NULL character at

the end of the string. Because we are using Unicode, the length used in the String
format is 2 * (strlen + 1). Forerap | e : for the string HfdHel
will be 24. Note, strings are netwebite-ordered Unicode while on the wire.

3.5.2Sensor/Non-Sensor

Sensor parameters are those that update periodically such as a metsgnslms
are normal parameters thgidate only when changed. Examples of-sensors
include Frequency or Gain.

3.6 MultiParamSet
Set ONumParamd par ame
OParam_| D6 specifies
shows an arrayfahree Parameters.

s values within a

ter
the particular paran

VERSION UBYTE (0)'(0%

HEADER LENGTH UBYTE 0x19

MESSAGE LENGTH ULONG OXNNNNNNNN
SOURCE ADDRESS HIQNETADDR OxDEVICEVDOBJECT
DEST. ADDRESS HIQNETADDR OxDEVICEVDOBJECT
MESSAGE ID UWORD 0x01®

FLAGS UWORD

HOP COUNT UBYTE

SEQUENMUMBER UWORD

theft2lFRX

NumParam UWORD 3

Param_ID UWORD

Param_DataType UBYTE

Value WhQ o6&y

Param_ID UWORD

Param_DataType UBYTE

Value WhQ o6&y

Param_ID UWORD

Param_DataType UBYTE

Value WhQ o6&y

3.7 MultiParamGet

Get 6 Nu mpdraneterswéalues within an object or Virtual Device.
6Param_| D6 specifies the particular paran
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VERSION UBYTE 0x02
HEADER LENGTH UBYTE 0x19
MESSAGE LENGTH ULONG OXNNNNNNNN
SOURCE ADDRESS HIQNETADDR OXxDEVICEVDOBJECT
DEST. ADDRESS HIQNETADDR OxDEVICEVDOBJECT
MESSAGE ID UWORD 0x0103
FLAGS UWORD
HOP COUNT UBYTE
SEQUENCE NUMBER UWORD
tleft2FRX
NumParam UWORD 0x0003
Param_ID UWORD
Param_ID UWORD
Param_ID UWORD
3.7.1INFORMATION:
VERSION UBYTE 0x02
HEADER LENGTH UBYTE 0x19
MESSAGEENGTH ULONG OXNNNNNNNN
SOURCE ADDRESS HIQNETADDR OXxDEVICEVDOBJECT
DEST. ADDRESS HIQNETADDR OXxDEVICEVDOBJECT
MESSAGE ID UWORD 0x0103
FLAGS UWORD
HOP COUNT UBYTE
SEQUENCE NUMBER UWORD
tlh&t2FRX
NumParam UWORD 0x0003
Param_ID UWORD
Param_DataType UBYTE
Param_Value WhQ 08
Param_ID UWORD
Param_DataType UBYTE
Param_Value WhQ 08
Param_ID UWORD
Param_DataType UBYTE
Param_Value WhQ 08
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3.8 MultiParamSubscribe

Subscriptions are used so that the client magutematically notified when a
parameter has been changed. Because the HiQnet model ista-peer model,

you may specify the receiving destination parameter. This might be useful when
your controller only has a few parameters in it that you want toaoagss the
network.

The sensor rate is thastesthat the client wishes to receive updates for sensor
parameters. Based on workload, the server may choose to send the updates
slower. The sensor rate is ignored for 1s@msor parameters.

VERSION UBYTE 0x02

HEADER LENGTH UBYTE 0x19

MESSAGE LENGTH ULONG OXNNNNNNNN
SOURCE ADDRESS HIQNETADDR OxDEVICEVDOBJECT
DEST. ADDRESS HIQNETADDR OxDEVICEVDOBJECT
MESSAGE ID UWORD 0x010F

FLAGS UWORD

HOP COUNT UBYTE

SEQUENCE NUMBER UWORD

theft2lFRX

No ofSubscriptions UWORD 2

Publisher Param_ID UWORD

Subscription Type UBYTE 0¢Setto0
Subscriber Address HIQNETADDR

Subscriber Param_ID UWORD

Reserved UBYTE 0 ¢ Reserved
Reserved UWORD 0 ¢ Reserved

Sensor Rate UWORD Period in milliseconds
Publisher Param_1ID UWORD

Subscription Type UBYTE 0¢Setto0
Subscriber Address HIQNETADDR

Subscriber Param_ID UWORD

Reserved UBYTE 0 ¢ Reserved
Reserved UWORD 0 - Reserved

Sensor Rate UWORD Period in milliseconds
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3.9 MultiParamUnsubscribe

VERSION UBYTE 0x02
HEADER LENGTH UBYTE 0x19
MESSAGE LENGTH ULONG OXNNNNNNNN
SOURCE ADDRESS HIQNETADDR OxDEVICEVDOBJECT
DEST. ADDRESS HIQNETADDR OxDEVICEVDOBJECT
MESSAGE ID UWORD 0x0112
FLAGS UWORD
HOP COUNT UBYTE
SEQUENCE NUMBER UWORD
th&t2FRX
Subscriber Address HIQNETADDR
Number of Subscriptions UWORD 2
Publisher Param_ID UWORD
Subscriber Param_ID UWORD
Publisher Param_1D UWORD
Subscriber Param_ID UWORD
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